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1. Introduction

Human trafficking (THB) and child sexual abuse and exploitation (CSA/CSE) are two major problems in our
society. Inadvertently, new information and communication technologies (ICTs) have provided a space for
these problems to develop and take on new forms, compounded by the lockdown caused by the COVID-19
pandemic among other factors. At the same time, the technical and legal tools available to stakeholders that
prevent, investigate, and assist victims, such as law enforcement agencies (LEAs), prosecutors, judges, and
civil society organizations (CSOs) fail to keep pace with criminals using new technologies to continue their
abhorrent acts. In addition, assistance to victims of THB and CSA/CSE is often limited by a lack of
coordination between these stakeholders. In this regard, there is a clear and vital need for joint working
methodologies and the development of new strategies to address and assist victims. Moreover, due to the cross-
border nature of these crimes, the harmonization of the legal frameworks of each of the affected countries is
necessary to create bridges of communication and coordination among all stakeholders in order to help victims
and reduce the occurrence of these horrific crimes. To address these challenges, the HEROES project presents
an ambitious, interdisciplinary, international, and victim-centred approach. The project is structured as a
comprehensive solution that encompasses three main components: Prevention, Investigation and Victim
Assistance. Through these components, our solution aims to establish a coordinated contribution with LEAs
by developing an appropriate, victim-centred approach that is able to address specific needs and provide
protection. The main objective of the HEROES project is to use technology to improve the way help and
support can be provided to victims of THB and CSA/CSE. In addition, the HEROES project will establish
innovative new strategies that, in the short, medium, and long term, will improve the way LEAs and CSOs
conduct criminal investigations, help rescued victims and prevent the occurrence of these crimes.

©101021801 HEROES Project Consortium Page 1 0f 48
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2. Key concepts and objectives

2.1. Objectives

HEROES is an ambitious, multidisciplinary and international project with a victim-centred approach, the main
objective of which is to strengthen and enhance the coordinated response of LEAs and other stakeholders in
relation to the prevention, investigation and assistance to victims of THB and CSA/CSE crime. To this end,
the HEROES project will adopt best practices to comply with relevant legislation related to the processing and
exchange of digital evidence.

The main goal is to use technology to improve the way in which assistance and support can be provided to
victims of Trafficking of Human Beings (THB) and Child Sexual Abuse and Exploitation (CSA/CSE).

Prevention:

e To provide a variety of preventive measures to reduce THB and CSA/CSE crimes.

e To reduce the demand of services that may be provided by victims in both legal and illegal sectors.

e To reduce the risk of (re-)offending by better understanding the behaviour of abusers and potential
abusers.

Investigation:

e To analyse possible involvement of organised crime groups implicated in THB and CSA/CSE in other
crimes.

e To develop new approaches to investigate THB and CSA/CSE crimes.

e To address new threats of child abuse and coercion and extortion of victims that have escalated in the
last years.

o To provide Law Enforcement Agents with effective means to detect, investigate and bring down open
and hidden peer-to-peer networks and websites.

Victim Assistance:

e To develop a set of holistic measures to ensure adequate THB and CSA/CSE victims' protection and
assistance.

e To develop new approaches to investigate trafficking of human beings and CSA/CSE crimes.

e To develop new approaches to mitigate the impact on victims of THB and CSA/CSE and to reduce re-
victimisation in the short and long term.

2.2.Physical presence

During the development of the HEROES project, the consortium members have participated in events in which
information is distributed and adapted to the types of events based on the specific objectives and interests of
the HEROES project. There are currently several means of disseminating the project depending on the type of
event in which partners are participating. For public events, the information is presented using a poster (see
Figure 25) and a flyer (Figure 22), in which the central objectives of HEROES are broadly detailed, as well as
the research results derived from the project. At press conferences and press releases: HEROES partners must
be proactive in providing information about the benefits of the solution and the development phase of the
project.

During the development of the HEROES project, the following dissemination activities are being carried out:

» Articles (scientific and academic).
» Publications (scientific and academic).
*  Press releases.

Page 2 of 48 ©101021801 HEROES Project Consortium
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* Publications in magazines and conferences.

These dissemination actions must be strengthened in the next period, based on the first results of the project.
Partners will be continually encouraged to proactively communicate the project's ambitions and impact on
society (considering all ethics and safety procedures currently in place in the context of project governance).

The results are also disseminated to the academic community through scientific articles, posters, etc. Presen-
tations are planned at different events targeting relevant stakeholders.

2.3. Dissemination

Dissemination activities will be defined as those described in Article 29 of the Grant Agreement and will
involve disseminating the project results and outputs by ‘disclosing them to the public by appropriate means
(other than those resulting from protecting and exploiting the results), including in scientific publications (in
any medium)’.

The dissemination objectives are:

e To make the knowledge, results, and outputs developed by HEROES available to the widest possible
audience.

e To obtain feedback from relevant stakeholders.

e To enhance the project exploitation potential.

2.4. Dissemination Activities

Dissemination activities aim to establish critical mass and commitment from different stakeholders. Results
from project activities will be disseminated to the widest possible community through various channels and
instruments, taking into account the restrictions the project has in disseminating information related to Classi-
fied Information. External participation and knowledge sharing will be encouraged through networking activ-
ities and events aimed at increasing the impact potential and enriching the scientific and industry contribution
to the project.

The HEROES dissemination strategy is divided into communication and internal and external dissemination.
Internal communication and dissemination allow HEROES consortium members to participate in each project
activity and share their knowledge and experiences. Internal communication takes place through teleconfer-
ences, emails, and regular physical meetings. Shared documents are stored in a repository managed by the
consortium members, always ensuring access and security for all partners.

The goals of the external dissemination strategy are:

»  Prepare overall strategy for dissemination activities.

» Planning of dissemination activities, including key messages and channels to a diverse set of stake-
holders.

» Create a corporative image of the project.

» Establish, update and maintain the project website.

»  Use social networking tools.

» Prepare articles, scientific publications, newsletters, press releases and brochures/flyers.

* Prepare video release.

» Participate in events.

2.5. Roadmap

The activity of Dissemination, Exploitation and Communication is divided into a series of phases:

©101021801 HEROES Project Consortium Page 3 0f 48
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e Planning phase (M1 - M4): official launch of the project, development of the project website; devel-

opment of the project communications manual; development of strategies for the dissemination, ex-
ploitation, and communication of projects; development of communication tools; Social media posts
and interactions to build a network of followers.

e Awareness phase (M4 —M24): Publications on social networks; first contacts with relevant stakeholder
groups; distribution of project flyers/promotional materials at relevant events; further development
and updates on the project website and communication tools; further development and refinement of
dissemination, exploitation, and communication strategies; monitoring and evaluation of dissemina-
tion and communication activity; progress and monitoring of operating activity.

e Preliminary results and ongoing activity (M25 - M34): improved project visibility; ongoing engage-
ment with relevant stakeholder groups; wide public dissemination of project results and outputs; anal-
ysis and evaluation of the impact and success of dissemination, communication, and exploitation ac-
tivities against key performance indicators; further improvement of dissemination, exploitation and
communication strategies.

o Final results and exploitation (M30 — M36): wide public dissemination of the results and final products
of the project; analysis and evaluation of the impact and success of communication and exploitation
dissemination activities against key performance indicators; preparation of final exploitation and dis-
semination plans; establishment of the post-project impact committee.

e Post-project phase (2 years after the project): Analysis and evaluation of the impact and success of the
exploitation and dissemination activity. At the beginning of the project, there will be no results or
products available, so the strategy will focus on communication activities aimed at increasing
knowledge of the project among relevant target audiences. These activities will serve to establish a
community of stakeholders who are aware of the project and can be the subject of more outreach and
exploitation activities as the project progresses. These initial activities can also be a useful channel
through which participants could be recruited for both the project user requirements gathering phase
and testing.

2.6. Roles and Responsibilities

The pooling of competencies and experiences of each member of the consortium in the fundamental tasks of
HEROES facilitates the adoption of the project results. Details of the project's complementary tasks, delivera-
bles, and work packages are detailed in the “Grant Agreement-101021801-HEROES.pdf” document.
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3. Managing communication activities

As anticipated, dissemination will be carried out following 3 main strategies:

e The Paper Strategy (project postcard, leaflets, press releases, scientific papers)
e The Multimedia Strategy (project website, social media, news, video production, etc.)
e The Event Strategy (training weeks, key thematic conferences, forums, events, final workshop, etc.)

3.1.Project Templates

Once the project logo has been designed, the templates for the different types of documents (doc, pptx) were
developed. Templates allow the consortium to represent and present the project evenly. All templates are avail-
able to project partners and additional templates will be added if necessary.

The available templates are listed below:

e General deliverable and document template (Microsoft Word).
e Meeting template (agenda, meeting minutes) (Microsoft Word).
e Presentation template (Microsoft PowerPoint).

e Project - and monthly work package - Status template.

o HEROES logos (small, large, vector).

With these templates we aim to gather project information for transmission to and from the whole consortium,
thus enabling identification in a very simple manner.

The HEROES presentation template is shown in Figure 1, which is used to show reports in a dynamic way,
exposing state-of-the-art, scope, and progress of HEROES to groups of interest.

H E R;hE S Haz clic para agregar titulo HERZES
y > Haz clic para agregar texto

Title of the presentation

Novel Strategies to
Fight Child Sexual
. . Click to Name of the Speaker and
Exploitation and Human Organisation
Trafficking Crimes and
Protect their Victims o o e H i prfoct b resied Fnin o e Eeope Unio' Horzon 2070 e o inmoin gme v g spmen N 01021801 3

Figure 1: Presentation template.

Figure 2 shows the document and deliverables template, which is used to systematise and present information
of the HEROES project and its dissemination within the partnership.
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Figure 2: Documents and deliverables template.

HEROES’ meetings templates (Figures 3 and 4), in their turn, include i. the agenda template with the topics to
be addressed during meetings (Figure 3); ii. Template for minutes, which allows for keeping a record of each
of the ideas presented, the agreements that were reached during the meeting and the notes for future meetings.

HER’JES

HEROES’ Consortium Meeting

Lugar
Local Contact
Email:
Bacwiyof Lo Mobile:
W% Email:
Email

All meeting participants are kindly requested to register: https:/forms.gle/laMFwwR W138ztuv§

Day 1 - Wednesday, 8th June 2022

Time Ttem Responsible

Agenda — Consortium Meeting

HER"JES

Day 2 - Thursday, 9th June 2022

Time Ttem Responsible

Day 3 - Friday, 10th June 2022

Time Item Responsible

Figure 3: Meeting template.
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Consortium Meeting Minutes

HEROES’ Minutes
HEROES’ Consortium Meeting

) I
Jung
T . A A
[

GENERAL DATA
| Tme [ dtem [ Responsible |

Meeting title HEROES

Meeting start time

Meeting end tim

Platform

1D, of meeting Minutes of the Meeting

=
Location

Date of redaction 1. Welcome and all partners presentations.

Number of participants

Number of partners

2. WP1 - Project Management

3. WP2 - Best-Practices Specifications, Requirements and Use Cases
Definition

This project has received fund
vation g

ion Dogsauues under

ment No 101021801

Figure 4: Minutes template.

3.2.Collaboration with other EU-Projects

HEROES, in order to increase the scope of dissemination, has established collaboration with other EU pro-
jects. Up until now, the project has collaborated with the following:

RAYUELA: Empowering and education young people about the internet by playing. It studies the
human factors that lead to criminality and implements training programs for youth and children. Was
created according to the basic mission of the project, to empower and educate young people (children
and teenagers primarily) in the benefits, risks and threats intrinsically linked to the use of the Internet
by playing, thus preventing and mitigating cybercriminal behaviour, (https://www.rayuela-
h2020.eu/about-us/).

CC-Driver: Researching cyber criminality to design new methods to prevent, investigate, and miti-
gate cybercriminal behaviour. Study the human factors responsible for youth cybercrime and computer
hacking among adolescents. The findings will help the development of mitigation and deterrence strat-
egies. The project will investigate “cybercrime as a service” to design policy models to combat online
cybercrime and develop an online self-assessment analytic tool for young people designed to under-
stand cybercriminal behaviour and generate positive pathways, (https://www.ccdriver-h2020.com/).
INSPECTT: Intelligence network and secure platform for evidence correlation and transfer. The prin-
cipal objective of INSPECTr will be to develop a shared intelligent platform and a novel process for
gathering, analysing, prioritising, and presenting key data to help in the prediction, detection, and
management of crime in support of multiple agencies at local, national, and international level,
(https://inspectr-project.eu/).

AIDA: Artificial intelligence and advanced data analytics for law enforcement agencies. AIDA will
develop a Big Data Analysis and Analytics framework equipped with a complete set of effective,
efficient, and automated data mining and analytics solutions to deal with standardised investigative
workflows, extensive content acquisition, information extraction and fusion, knowledge management
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and enrichment through novel applications of Big Data processing, Machine Learning, Al, and pre-
dictive and visual analytics. It will do so in a way that ensures societal benefits and consequences are
an integral part of design and deployment efforts, (https://www.project-aida.eu/).

e THORN: Build technology to defend children from sexual abuse. It now houses the first engineering
and data science team focused solely on developing new technologies to combat online child sexual
abuse, (https://www.thorn.org/).

e ANITA: Advanced Tools for Fighting online illegal trafficking. ANITA aims to enhance the
investigative capabilities of LEAs by delivering tools and techniques to efficiently address the illegal
online trafficking of counterfeit/counterfeit medicines, NPS, drugs and weapons, (https://www.anita-
project.eu/).

e LOCARD: Lawful evidence collecting and continuity platform development. LOCARD is a project
funded through the European Commission’s Horizon 2020 program that would automate the collection
of digital evidence in any electronic format and medium. Its goal is to provide a comprehensive
management approach to handle digital evidence presented in a court of law, alleviating many issues
of current art and practice. LOCARD aims to increase trust in the handling and processing of digital
evidence and the management of a chain of custody by providing transparency and using an immutable
chain of custody stored with blockchain technology, (https://locard.eu/).

e AVIATOR: Augmented Visual Intelligence and Targeted Online Research, is an efficient tool that
helps classify and prioritise all aspects of NCMEC reports. In addition, AviaTor can automatically
crawl online sources for additional information for investigations in accordance with the national legal

requirements, (https://aviatorproject.com/).

The HEROES website contains links all of the above mentioned projects. These tasks are also implemented
by the respective projects to obtain correlations between dissemination activities. Some technical information
was shared with these projects, as well as discussions on best practices and common problems and possible
solutions. In addition, joint conferences and events are planned, as well as the use of the Common Dissemina-
tion Booster, (https://www.horizonresultsbooster.eu/apply).

3.3.Consortium Partners Contribution

Interaction and communication with all consortium partners and interaction with all WPs are necessary to
successfully disseminate the project results.

All partners involved must participate in outreach activities by:

e Providing the contents of their particular work packages: press releases, presentations, articles, publi-
cations, etc.

e Informing about dissemination opportunities and awards.

e Participating and presenting the project in relevant events: conferences, workshops, etc.

e Regularly filling out the checklist of planned and carried out dissemination activities.

e Reporting on the dissemination activities carried out.

3.4. Deliverables

HEROES’s public deliverables will be published on the project website and will be available for download.
All interested parties will, therefore, be kept informed about HEROES results. Partners are responsible for
notifying the project coordinator and the WP leader for dissemination in order to publish the deliverables on
the website.

So far, they 4 deliverables have already published:

e Communications plan — V1.
e Project website
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e Data Management Plan - V1
e Exploitation plan — V1

3.5. Publications

Publications are intended to reach different types of stakeholders. All publications must refer to the project
with the following disclaimer: "This project has received funding from the European Union's Horizon 2020
research and innovation programme under grant agreement n. 101021801.".

3.6. Scientific Publications

Consortium partners from universities (UCM, UNIKENT, VUB) and research and technology organisations
(INRIA, KEMEA, ARC) will lead the preparation of peer-reviewed scientific publications. All the HEROES'
researchers will be committed to contribute with papers on international conferences and peer review journals,
giving priority to open access options to maximise the dissemination of HEROES research and results.

To ensure and maximise the dissemination of HEROES research and results the communication strategy in-
cludes not only the production of papers addressed individually to peer review international journals, but also
foresees the development of an international conference focused in all relevant topics addressed in HEROES.
The best papers will published in a special issue of a peer-reviewed journal. Priority will be given to open-
access journals, in order to allow the research results spreading internationally.

The scientific publications (publications related to the foreground of the project) will be listed as they are
obtained during the project which is shown in Table 1. Among the main dissemination activities, 13 scientific
publications stand out, of which 4 were presented at congresses and 9 published in scientific journals
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Table 1: List of Scientific Publications.
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3.7.Events and Conferences

Partners are participating in external events and conferences relevant to the project to:

e Present the project and its results to relevant audiences.
e Promote the project.

e Increase project visibility.

e Establish new contacts.

Through the participation in events of the members of the HEROES consortium, points of view and feedback
can be exchanged with professionals. These are an important communication channel to provide general in-
formation about the project, as well as to promote the progress of HEROES. In addition, they are an important
channel to interact with the academic community.

Table 2 and 3 show the dissemination events in which the project partners have participated and those that
HEROES has organized during Y 1, the partners have participated in 18 dissemination events where they make
the HEROES project known to interested sectors of society and the HEROES partners have organized 7 events.
In Table 3 List of other dissemination activities (websites/applications, press releases, brochures, articles pub-
lished in the popular press, videos, press conferences, presentations, theses, interviews, films, TV clips, post-
ers, etc.). Likewise, there are events such as meetings, social networks, workshops, conferences, and training,
giving a total of 33 events.
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Table 2: List of Dissemination Events.

LIST OF DISSEMINATION EVENTS

Note: When possible/available, partners are encouraged to upload supporting documents on repository HEROES-FCT/WP10-Dissemination_Exploration/Dissemination Material and add a link on column N of this document. Pictures will serve to illustrate|

the report.
Activit Tvpe of Supporting docu-
Partner Contri- Type of event ity ] P Statistics | ment if relevant
s . o . (Project Countries audience .
Date bution (project | (conference, Event description (main focus, or- . . .. | (Number of | (Website, agenda, Status
. . . . . . A Lo Place / Loca- | presentation, | addressed | (Industry, civil .
(DD/MM/ Partner presentation, | fair, seminar, | Event title |ganizers, topics addressed, periodicity, Objective . R 3 ; " attendants, | photos, pictures, (Done/ Comments
tion poster, bro- |(national/ in-| society, policy . .
YY) poster, brochure, [workshop, ex- etc.) . . | countries, article, etc.) Planned)
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European Society of Criminology and
29nd Annual Andalusian Interuniversity Institute of
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table messages Spain
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who are work-
‘ htps://www.f ing w%th child https://www.face-
Launching Lo rights in Bang- book.com/Centre- .
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https://www.face- |the Red Heart . ladesh were in- for-Women-and-
Centre for . Red Heart To Promote Child book.com/26 . . . . event was sucess-
book.com/261 | Campaign to . . . . . . . vited. In addi- Children-Studies-
Women and . . -|Campaign to Red Heart Campaign to Promote Child| Rights for child | Online plat- 1462 Online plat- | . Number of at- ful and the guest
30.7.2022 . . 1462881316503 /vi- |promote child . . tion, HEROES CWCS- Done
Children Studies . Promote Rights sexual abuse, ex- form 881316503/vi form .| tendants-59 speakers were
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24741255 Online plat- fickin 524741 zations from /vid- ersons
form & 255 other European ¢0s/139786746 P
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Centre for
Women and
https://www.f Children Stud-
https://www.face- Objective: Centre For bookazz-m/ bl 92 New lesjﬁxgi)egr- 32 persons https://www.face- Women activists
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https: ing to Pro- | Campaign to Promote Child Rights to | To explore the na- ace- orung wit gtz The stakeholder
ttps://www.face- . . . Centre For child rights in | from various ) .
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Children Studies| 3554451&set= Meeting Y . L ren hashiag and. P 21| ies(CWCS) ’ addition, HE- | ticipated in .
SCWCS  [peb.296738389688 Abused_ and |vite participants to join with activities. To assess the legal Conference 828535544511217,Bangla- ROES p;rtner the stake- 54451&set=pcb.29 campaign mes-
' 7680 Exploited Campaign badges/buttons will be |remedies and gaps Room &set=pcb. desh orzanizations | holder meet- 6 7383896887680 sages, vision and
Children with| widely disturbed. Participants and in implementa- 29673838968 fro?n other Fu- in mission.
INGOs and | representatives of NGOs/INGOs will tion: 87680 . &
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2nd Stake- | online and offline. Participants were | To identify pre-
holder Meet- | young men and women in the age | ventive measures htps://www £
ing to Pro- | group of 19-25 who are engaged in | of child sexual P z-we- ' Participants
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2659 Trafficked | and put forward Action Plans. They tims Room 00100%77'019 ous livelihood 000770192659 productive.
Children with| also gave presentations in the plenary |.To discuss the is- 2659 activities.
young men | session followed by Launching the | sue of reintegra-
and women | Brief of Red Heart Campaign to Pro- | tion of child vic-
mote Child Rights to Save Children tims
from Sexual Abuse, Exploitation and
Trafficking and inviting participants to
join our movement. The meeting will
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ine o P nary session where participants will | child exploitation https://www.f sed a Stak 34 student
) 118 10 F10" 1) discuss and focus on Issues and Chal- | To discuss about ace- mzed a stake- | J% students ) The students high-
https://www.face- mote Child . . holder Meeting |with 5 faculty | https://www.face- .
. lenges regarding Child Sexual Abuse, | safety measures book.com/ph lighted the prob-
Centre for book.com/phot Rights of Lo . : . . to Promote members | book.com/photo?f
b Exploitation and Trafficking and put | against online |West Univer- oto? D . lems faced by
Women and  |0?fbid=301681912| Stakeholder | Sexually . . o . S Child Rights of |were attended bi
27.10.2022 . . _ . forward Action Plans to reduce and | child exploitation | sity Confer- [tbid=3016819 . _ Done them and sug-
Children Studies| 5277490&set= Meeting | Abused, Ex- liminat b eri d protect the | To identify chal Hall 11552774878 Sexually the meeting |d=3016819251944 ted their sol
-CWCS  |peb.301681976194 ploited and | ©1TINA'C SACH CHImes and proect He ) /o 1dentiy cia = efice Ha RS Abused and Ex-| from East  [144&set=pcb.3016 gested therr sotu-
) victims. The Advocacy session was | lenges and reme- et=pcb.3 . . . tions to speed up
4093 Trafficked . : ploited Chil- |West Univer-| 8 19761944093 .
. ... | short presentation of the Red Heart dies related to 01681976194 . the meeting.
Children with : e . . dren. Students sity.
L Campaign to Promote Child Rights to | child protection 4093
University . were attended
Save Children from Sexual Abuse, | .To explore the .
Students S S A . the meeting
Exploitation and Trafficking and in- | type of assistance
o L . . from East West
viting participants to join our move- | needed for child -
o University.
ment. victims
22ND AN-
NUAL
CONFER-
ENCE OF
THE EURO-
PEAN SO-
CIETY OF
CRIMINOL-
OGY -
“CHAL-
LENGES Poster presen-
21/09/22 - | Trilateral Re- A AND OP- | Focus on Crlmmo}logy OrglamAsed by | Respond to the Malaga, tation on the Resgarchers, https://www eu-
0 24/09/22 search Poster presentation| Conference | PORTUNI- |The European Society of Criminology | needs of current Spain project and Criminloogiest, TBC rocrim2022 com Done
TIESIN A (ESC). Annual conferences. Criminology P case study for LEAs '
VIRTU- D44
ALLY AND
PHYSI-
CALLY
CON-
NECTED
EUROPE:
THE NEED
FOR
CRIMINOL-
0GY”
24-hour Con- Discussing and
ference on presenting a di- . Around 20 )
Trilateral Re- . Organized . e verse range of top- . Presenting Scholars, practi-| people at- hitps://www youtu
1| 13/10/22 Panel presentation | Conference | . Organised by Global Initiative. S . Online case study as . . | be.com/watch?v= Done
search Crime - Panel ics, including en- tioners tended this
e . part of D4.4 HwDJ6H76b9g
on "Criminal vironmental panel
Networks" crime, corruption,
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human trafficking,
illicit trade and
counterfeiting,
drug trafficking
and the impact of
the
coronavirus pan-
demic on orga-
nized crime
worldwide.
Promoting quality
restorative prac-
tice for everyone.
This year, our
conference ses-
sions will focus on
one of four areas:
Restorative . https://restora-
. . Presenting o
Justice Coun- Restorative re- case study as tivejus-
. . Confer- | cil's 4th An- . . . sponses to inter- . Approx. 30 | tice.org.uk/civicr
12 | 22/11/22 Tnls;z;iLRe- Pres?;tf;ilr(:n and ence/Work- |nual Confer- Organised byCl(){::rsltc(;fatlve Justice personal violence Online I;ig Orfogizld‘i mfz:ll%?é; Practitioners | attendees - |m/event/info%3Fi Planned
£ shop ence - Living Restorative re- P TBC d%3D593%26re-
. training for
in Troubled sponses to war, or- ractitioners set
Times ganised violence P %3D1
and societal
conflict
Building commu-
nity resilience in
troubled times Re-
storative practice
and social justice
Presenting in-
To discuss how formatllon on
Lo . how bias and
L bias risks and dis- A
. Discrimina- . . . T discriminai-
Trilateral Re- . Profes}su?nal tion Risks in Internatlopal Association of Privacy crimination are . ton risks can Data protection [Approx 50 at- L
13 21/9/22 Presentation association Professionals Northern England | created in Al sys- Online : UK, US : on file with TRI Done
search . Al-generated . be dealt with, professionals tendees
seminar KnowlegeNet Chapter meeting tems, and how .
outcomes they can be miti- using HE-
Y ROES WP3
gated
as
an example
To welcome the Because the pho-
creation of the tos have bene pub-
“Network of na- lished by the HE-
. Law Enforce-
. oot ... |tional correspond- . ROES account, I
Police Conference: Policing in digital . . . ment and Policy .
L . ents of police au- |ouncil of Eu- | presentation will let you add
Policing in | age how new technologies can help s, . . Makers from
. the Digital | better policing our modern societies thormes' » that will| rope Head- | on the topie . Europe (heads them on the NAS
14 | 28-29/06/22 | ICMEC CH Presentation Conference - . * | inter alia encour- | quarters, of "Online | International . (see your publica- Done
Age Confer- | Organised by the Council of Europe . . of police and S
. . . age the sharing of | Strasbourg, |Child Sexual . tion):
ence Cooperation in Police, and Depriva- . S representatives
. . . experience and ex-|  France  |Exploitation
tion of Liberty Unit. . from more than . .
change of views 26 countries) https://www.linke
as regards the din.com/posts/her
Council of Europe 0 es-
core values of fct_heroesproject-
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human rights, de-
mocracy and rule
of law (such as
procedures for
prevention and
protection against
torture and other
forms of illtreat-
ment) and to share
common
knowledge on
combating various
forms of crime
(organised crime,
terrorism, traffick-
ing in human be-
ings, online sexual
exploitation of
children, hate
speech and rac-
ism, cybercrime,
domestic violence
and violence
against women,

cse-csa-activity-
694756873361158
5537-
BLXQ?utm_sourc
e=share&utm_me-
diu m=mem-
ber_desktop

etc.).
The event focused on building capac-
ity of Serbian stakeholders regarding
VIT Interna- Fhe prevlentlonland investigation of
. crims against children, especially child| , . .
tional Con- S Build capacity of
sexual abuse and exploitation, and 200 attendees
ference on . . L law enforcement, .
. child abduction. Key topics included . from Serbia,
Child Safety . government, Presentation Government, . .
" the AMBER Alert system, Child S . with regional
Safety and . . .. | NGOs, the justice on the topic A Law Enforce- . .
.. [Safety Online - threats and risks, Child T Serbia, with and interna- Video of the
Responsibil- . . . system and other of "Victim as-| " . ment, NGOs, | . .
. " Safety Online - practical solutions for . regional rele- . tional part- | presentation to be
. ity 2022": An f : key stakeholders |Hotel Metro- | sistance for Medical Profe- . .
Project Presenta- . protecting children . vance (Bal- | . ners present | published online
15 | 13/10/22 ICMEC CH . Conference |[integrated ap- . and encourage the pol, Belgrade, | survivors of sionals, and all . Done
tion . on the Internet, Prevention and protec-|" ..." " ; .| kans and from the Bal-|  (https:/cla-
proach in the | . . utilisation of best Serbia.  |sexual exploi- those whose . )
tion of children from abuse, Trauma L . . Eastern Eu- . kans (Croatia, |narina.cnzd.rs/edu
context of |. . . .| practice in Serbia tation and so- work is related L
L ., |in an abused child, and Juvenile delin- . . rope). . .. .. | Greece), Eu- kacije)
missing chil- sency and social adantation of chil- such as the imple- lutions for to children's is- rope (UK)
dren, sexual quency ap mentation of the prevention". sues. P
o dren at risk. and global
exploitation, . AMBER Alert
The confrence was organised by the (USA).
and related : 2 system.
henomena Serblan Cer_lter for Missing and Ex-
P ploited Children and the U.S. Em-
bassy in Serbia, and was the 7th edi-
tion of a yearly event.
SOLVE Trafficking in Persons (TIP) is a hu- |The main objective| Hybrid (in Presentation The Academy
Summer | man rights violation that continues to | of the SOLVE | person and . will be offered
: . : on the topic
Academy be widespread in most parts of the |Summer Academy | via Zoom) £"The U as an advanced
Project P ; 2022 — De- |world. While technology is often used | 2022 is to intro- Venue: OfT i sle Int course that aims
16 TBC ICMEC CH roject Fresenta- Workshop  |signing Ethi- | by traffickers to target and further ex- | duce participants | Festsaal, Di- ot 1echnot- nterna- to attract practi- TBC TBC Planned
tion ISP : . ogy in Com- | tional .
cal Tech So- | ploit victims, it also has an important | to technology- | plomatische . tioners and Mas-
. X . : . | bating Traf-
lutions to | role to play in preventing human traf- | based solutions | Akademie ficking i ter and PhD stu-
Combat Hu- | ficking and supporting survivors. The |that can help com-| Wien - Vi- ;zrslgfsl,,n dents with a
man SOLVE Summer Academy 2022 will bat human enna School )

strong
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Trafficking | bring together stakeholders such as | trafficking. More of background and
Microsoft and Rapha International to | specifically, ex- | International interest in a va-
discuss how anti-trafficking tools can |pert-led workshops| ~ Studies riety of fields re-
be used to deliver an effective and co-| will focus on the lated to the fight
ordinated response. Organisers are | opportunities of against human
RAPHA International and ISCAN, |technology in this trafficking.
and the event is a side event from the |space but also dis- The partici-
Commission on Crime Prevention and | cuss the risks and pants (20-35)
Criminal Justice. ethical aspects that will be com-
must be considered posed of iS-
when designing CAN partners
tech solutions. and qualified
During the hands- applicants.
on sessions, partic-
ipants will have
the opportunity to
exchange ideas
and prepare poster
presentations on
different aspects of|
this topic.
Presentation
of the expe-
rience of
the founda-
tion in care
and the con-
struction of
. Identification of protective
Regional . environ-
good practices
workshop ments
for the protec-
on good - where the
; . . tion, care and
practices in | The process took place in two mo- . travel and
. . prevention of . Honduras,
the public | ments. Presentations by speakers, | . . tourism sec-
. . . . victims of hu- Costa
sector in co-| including Renacer speaking about . tor repre- .
ordination |the experience of care for victims man trafficking sents a key Rica, Me- CSOs and
17 | 14/6/22 |RENACER Presentation | Workshop | . . "|from a rights and| Honduras xico, members of | 120 people DONE
with NGOs | Subsequently, working groups |. ; . sector, for
: . intersectionality . Puerto governments
for the pre- | were held to develop basic/guide o which the .
. . approach within S Rico, Co-
vention and | documents to improve care for initiative of .
. " the framework of] lombia.
protection victims. s the Heroes
Co. coordination be- S
of victims tween the oov- project 18
of traffick- & shown as a
in, ernment and significant
& CSOs gohicar
practice in
terms of
prevention
and com-
pany bond-
ing private
defense of
children
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Table 3: List of Organised Events.

illustrate the report.

Note: When possible/available, partners are encouraged to upload supporting documents on repository HEROES-FCT/WP10-Dissemination_Exploration/Dissemination Material and add a link on column M of this document. Pictures will serve to

room.

Type of Supporting docu-
event (con- Event description . q Statistics | ment if relevant
. . . Countries ad- | Type of audience . Status
Date Other partici- ference, fair, (main focus, organizers, dressed (st 67l g (number of |(Website, agenda, (e
(DD/MM/Y | Partner perp seminar, Event title topics Objective . . . try attendant, | photos, pictures, Comments
pating partners Lo Place / Location | (national/inter- | ety, policy makers, . . Planne
Y) workshop, addressed, periodicity, national) NGONmedei) countries, article, etc.) d)
exhibition, etc.) ? C etc.) Note: Link to re-
etc.) pository
The first meeting of
15/12/2021 - . HEROES the consortium and . IRemote Connec- .
UCM Kick off Kick off . Start of the project . International Partners HEROES 84 Done
16/12/2021 R start of the project car- tion
meeting . .
ried out online
First on-site :
08/06/2022 - UCM Meeting consortium Work packages pro-  [Progress review of HE- Madrid, Spain | International Partners HEROES 28 Done
10/06/2022 meeting gress review. ROES project
INGOs, NGOs, so-
cial workers who are i
lél(l)rlngfr_l Launching the working with child thtpli.//wv&;\év.fatce-
Centre for . S Red Heart | Red Heart Lo rights in Bangladesh 00K com/t entre- The launching
sion(EC) . R . Objective: To Promote . for-Women-and-
Women and Brussels and Campaign to | Campaign | Red Heart Campaign Child Riehts for child Online plat- were invited. In ad- | Number of Children-Studics- event was sucessful
30.7.2022 Children . . promote child | to Promote to Promote Child & . Online platform P dition, HEROES | attendants- uaes Done and the guest
. Universidad . . . sexual abuse, exploita- form o CWCS-
Studies - rights on Child Rights . . partner organizations 59 speakers were very
CWCS Complutepse Online plat- Rights tion and trafficking. from other European 261462881316503 resourceful perss
de Madrid . . videos/139786746
. form countries also invited
Spain, .. . 4031116
to join the meeting
virtually.
Centre for Women
European and Children Studies
Centre for Cpmrms- Red Heart Event main focus: "Let Objective: Centre For 92, New (CWCS) organized | 32 persons |https://www.face- Women activists
sion(EC) R us put our hearts to- . Women and Red Heart Cam- | from grass- |book.com/photo?f .
Women and Campaign . To Promote Child . Eskaton . . . offered to organize
. Brussels and | Red Heart gether to save children | . . children stud- paign meeting with | roots level b . .
11.8.2022 Children . . . to Promote Rights for child sexual | ~. Road,Dhaka- . o Done |campaign meetings
. Universidad | Campaign . from sexual abuse, ex- o ies(CWCS) 16 women rights or- | were at- |id=295225582506 . . )
Studies - 1 Child - abuse, exploitation and 1217,Bangla- . . - with children ai
CWCS Complutense Rights ploitation and traffick- rafficking Conference desh ganizations working | tended the [7154&set=pcb.295 their working arcas
de Madrid ing". ’ Room at grassroots level at | meeting. | 2256121733791 '
Spain, CWCS Conference
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The meeting started
with welcome address,
introduction of partici-
pants, brief overview
of HEROES project
and speech by guest
speakers, both online
and offline. Partici-
pants were young men
and women in the age
group of 19- 25 who
2nd Stake- | are engaged in various
holder livelihood activities. Objective:
Meeting to | The modality of the . To identify preven-
European Promote |meeting was a breakup | tive measures of child Particinants were
Commis- Child session into 3 groups | sexual abuse, exploita-| Centre For P https://www .face- The participants
Centre for . . . _ . 92, New young men and i of ted I
Women and sion(EC) Rights of | to Discuss on Chal. tion and - Women and Eskaton women in the age 24 partici- |book.com/photo? presented very va
11102022 | Children Bru-ssels. and Stakeh(‘)lder Sexually |lenges regarding Chll-d . trafficking chlldren stud- Road,Dhaka- | group of 19-25 who pants were | b Done uable practlcal in-
. Universidad Meeting  |Abused, Ex- | Sexual Abuse, Exploi- | & To discuss about ac- | ies(CWCS) ’ . . |presented in |id=300099774019 formation and the
Studies - . . . . 1217,Bangla- | are engaged in vari- . _ .
CWCS Complutepse ploited and | tation and Trafficking cess to chllq pro- Conference desh ous livelihood activi- the meeting. 2962&set=pcb.300 meeting was very
de Madrid Trafficked | and put forward Ac- tection for victims Room ties 1 000770192659 productive.
Spain, Children | tion Plans. They also ii. To discuss the is- '
with young | gave presentations in sue of reintegration
men and |the plenary session fol- of child victims
women lowed by Launching
the Brief of Red Heart
Campaign to Promote
Child Rights to Save
Children from Sexual
Abuse, Exploitation
and Trafficking and in-
viting participants to
join our movement.
The meeting will con-
clude with a vote of
thanks to participants.
The meeting started Objective:
3rd Stake- |with welcome address, | . To identify the pre-
holder |Introduction of partici- ventive measures to Centre for Women
Meeting to | pants, Brief overview stop child exploita- and Children Studies 34 students
European Promote of HEROES project tion (CWCS) organized a with 5 fac-
Centre for Commis- Child and Speech by Guest i.To discuss about Stakeholder Meeting ulty mem- https://www .face- The students high-
sion(EC) Rights of | Speakers. Plenary ses- safety measures . | East West Uni- | to Promote Child book.com/photo?f lighted the prob-
Women and . . . . . East West Uni- . . bers were
27102022 | Children Bru-ssels. and Stakeh(‘)lder Sexually sion where participants | against or}llng child versity Confer- versity Rights of Sexually attended the |. b Done lems faced by therp
Studics - Universidad Meeting Abqsed, Ex- | will discuss and focus expl(ntgtlon ence Hall ,Dhaka, Bang- Ab}lsed agd Ex- meeting 1d=301681925194 and st}ggested their
CWCS Complutense ploited and | on Issues and Chal- i. To identify chal- ladesh. ploited Children. from Bast 4144&set=pcb.301 solutions to speed
de Madrid Trafficked |lenges regarding Child | lenges and remedies Students were at- West Uni- 6 819761944093 up the meeting.
Spain, Children |Sexual Abuse, Exploi- | related to child protec- tended the meeting .
with Uni- | tation and Trafficking tion from East West Uni- versity.
versity Stu- [and put forward Action | . To explore the type versity.
dents Plans to reduce and of assistance
eliminate such crimes needed for child
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and protect the victims. victims
The Advocacy session
was short presentation
of the Red Heart Cam-
paign to Promote Child
Rights to Save Chil-
dren from Sexual
Abuse, Exploitation
and Trafficking and in-
viting participants to
join our movement.
20 municipali-
ties in Lithuania:
Kaunas, Klai-
peda, Siauliai,
The Portrait Ks;einﬁ%)éltiszlfirsa-
of the Child i ’
Predator: 20 workshops of 2 | To show the main mo- Pa[r}ivezys, NGOS cipalit
01.04- KOPZI workshops How to | hours were organized | dus operandi of the UkrrT:rag’e Lithuania o fﬁce;:lggrlzgﬁ);_y 600 partici- Done
30.06.2022 (20) Recognize | and performed online | child rapists, their be- Palanea. Vi D i7ati > teach pants
the Danger- by KOPZI havioral patterns £2, Visagl gamizations, teachers
ous Behav- nas, Rletava}s,_
iour Plung-e,-T-elsm,
Mazeikiai, Tau-
rage, Marijam-
pole, Prienai,
Varena,
Druskininkai.
Table 4: List of Other Dissemination Events.
LIST OF OTHER DISSEMINATION EVENTS
Type of activity
(website, social Type of audience size
Date networks, bro- At e (scientific community, in- Link Status
(DD/MM/Y | Partner | chure, poster, Activity title Bttt Beseriifon) Objective dustry, civil society, pol- ey tentit) (Done/ Comments
Y) video, presen- niet Description icy makers / authorities, 1h apphicable Planned)
tation, bilateral media, etc.)
meetings, etc.)
Shared a post on Facebook enti- https://www.face- . s .
C\ilri)trrgefr(l)r tled “"?his world needs good Objective: book.com/2614628813 Ita:]aa; egr?:s(i 1?22?2;?0:2 Crfl:lsj
25.8.2022 | and Chil- | Social networks | Share Facebook heart more than good face” to | To Promote Child nghts for child Social Media platform 16503/ pho- Done rights of sexual abused,
dren Studics post promote our Red Hea_rt Cam- | sexual abuse, exp‘lmtatlon and traf- tos/a.1232036707592444/ exploited and trafficked chil-
-CWCS paign and 7 peoples liked the ficking. 125056734240604 dren
post. 7/ .
Centre for Meeting at Pan National multi- | The overall objective of the First Objective: CWCS posted on Facebook https://www.face- A very fruitful initiative to
18.9 2022 Women and Pacific So- stakeholder work-| multi stakeholder workshop is to | .To introduce key interventions un- |[D that Prof. Ishrat Shamim,| book.com/photo/?tbid= Done raise awareness to pro-
T Children nargaon Hotel shop for inter- | contribute to enhancing inter- der the KOICA-funded coun- | President CWCS attended 29956 mote child rights of sexual
Studies - ’ agency

agency cooperation in addressing

ter trafficking project

the National Multi-

42404061829&set=a.2

abused, exploited and
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CWCS

Dhaka,Bangla-
desh; organized
by IOM with
the support of
KOICA.

cooperation to
address human
trafficking 2022

human trafficking, particularly
among different ministries and
key non-government actors in the
area of Counter-Trafficking. In the
Breakout Session on Challenges
and way forward, Prof. Ishrat
Shamim participated in the group
on Prevention of Human Traffick-
ing and she presented on behalf of
the group. She discussed on the
child trafficking issues, especially
the internet induced trafficking
where children are most victim-
ized online by traffickers in the
social media platforms and shared
the Red Heart Campaign to Pro-
mote Child Rights as one of the
prevention action.

.To advance discussions around
enhancing cooperation mechanisms
among key actors, particularly insti-
tutionalizing the
National Anti-Trafficking Author-
ity and NRMs.
. To enhance cooperation between
central level and district level
stakeholders
.To identify potential areas of col-
laboration among different minis-
tries an non-government actors to
strengthen the counter-
trafficking governance framework
in Bangladesh

stakeholder workshop for in-

teragency cooperation to ad-
dress human trafficking on
18th September 2022. In

this post our like increased to
101, 13 persons gave com-

ments and 5 persons shared

this post.

920871478205589

trafficked children.

Centre for
Women and
Children
Studies -
CWCS

22.9.2022

Meeting at CIR-
DAP Confer-
ence
Hall,Dhaka,
Bangladesh.

The National Hu-
man Rights Com-
mission Sharing
Meeting on 22
September 2022.

Shared the Red Heart Campaign to
Promote Child Rights issues in
the Human Rights Commission
meeting. She highlighted the in-
crease of online child sexual abuse,
exploitation and trafficking in re-
cent times. In Bangladesh,
CWCS want to recommend to the
Human Rights Commission to
create awareness among children
about the dangers of online abuse
and exploitation and provide
them guidelines to protect them-
selves from grooming, cyberbul-
lying etc. and share the hotline
child helpline number for report-
ing and
redress from such cybercrimes.
She also suggested that parents
should also be aware of the dan-
gers of online child exploitation
and how to save children from
such criminal activities.

Objective: To share the past ac-
tivities of the National Human
Rights Commission and Lounging of]|
the various reports of these activi-
ties.

It was noticed by 25 peoples
who reacted to this post.

https://www.face-
book.com/Centre-for-
Women- and-Children-
Studies-CWCS-
261462881316503/pho-
tos/pcb.12702747771019
70/1270274657101982/

Done

A very fruitful way to raise
awareness to promote child
rights for child sexual
abuse, exploitation and
trafficking among all.

Centre for
Women and
Children
Studies -
CWCS

25.9.2022

Workshop at
BRAC Training
Centre at Savar,

Bangladesh.

Training of Train-
ers (To T) on Pro-
tection of Chil-
dren Affected by
Migration includ-
ing Trafficking on
12-14 September
2022

A three member training team com-
prising of Prof. Ishrat Shamim, Adv.
[Farida Yeasmin and Nusrat Sultana
from CWCS conducted 3-days
Training at BRAC Training Cen-
tre at Savar, Bangladesh. . It was
jointly organized by the Ministry
of Home Affairs and UNICEF.
While discussing on legal provi-
sions of the laws on pornography
and digital security, Prof. Shamim

Objective: i.The training covered is-

sues such as: migrant children, child
trafficking & child protection; Inter-

national Legal Framework on Child
Rights; ii.International Protocols of
Trafficking in Persons and Smug-

gling of Migrants as well as National

Laws and Policies related to protec-

tion of children.

highlighted the adverse effects of

The training was attended
by 27 Additional Superin-
tendent of Police. Prof.
Shamim, the lead trainer
highlighted the adverse ef-
fects of social media plat-
forms on children who are
sexually abused and ex-
ploited by perpetrators. She
also informed the police of-
ficials about the Red Heart
Campaign to Promote

https://www.face-
book.com/photo/?fbid=
29856
39931728743 &set=pcb.
2985640451728691

Done

Discussions on child rights
for child sexual abuse, ex-
ploitation and trafficking
with 27 Additional Super-
intendent yielded important
information.
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their varied field experiences and

social media platforms on chil-
dren who are sexually abused
and exploited by perpetrators.
The police officials also shared

the challenges in investigation
and prosecution’ especially in the
protection of child rights in such
cases. She also informed the po-
lice officials about the Red Heart
Campaign to Promote Child
Rights and invited them to join
the movement to save children
from child abuse, exploitation
and trafficking. Police officials
showed interest to join our en-
deavour.

Child Rights and invited
them to join the movement
to save children from child
abuse, exploitation and traf-
ficking. About 38 persons
reacted and 2 also shared

this post.

The meeting was attended by me-
dia personnel, both print and
online news media where Prof.
Ishrat Shamim shared the mission
and vision of the Red Heart Cam-

The meeting was attended

Centre for Media Briefing on| : : : . https://www.face-
Women and Meeting at Press| Advocacy for ‘Aﬂiﬁggléor:égg(;t:rsgﬁllg Ijrll%htt}?e Objective: To Promote bi,irfsa?gi:hgeerrfggvr;erlr;eb(;)itlh book.com/photo?fbid=3 A good opportunity to share
23.10.2022 | Children Club,Dhaka, [Women Migrants campaign badges were widely dis- Child Rights of sexually abused, ex- pOn Facebook this post had. 01018 Done the Red Heart Campaign
Studies - Bangladesh | Rights, 23 Octo- tributed. ploited and trafficked children. 120 likes 9 commerﬂs and 3 9729273763 &set=pcb.3 with media personel.
CWCS ber 2022 Many of the media personnel persons shared. 010190422607027
showed their interest to join the
movement
#SaveFACE4Children and attend
our forthcoming meetings.
The purpose was to examined the
The meeting of measures to prevent trafficking in
UN Special Rap- persons for all purposes of ex-
teur on Traf- ploitation and to assist and pro-
pf?lrckin in Per- tect the human rights of vic-
sons e}ipecially tims/survivors of trafficking. As
Wom;:n and chil- aI nﬁeml;f}:lr of the CTI;’-;"V}\I/G, ;’rof.
Centre dren, Ms. Si- shrat Shamim attended the above As a member of the CTIP- :
for+C16:K obhan Mullally | meeting. During the open discus- s TWG, Prof. Ishrat Shamim |  https://www.face- A very fruitful way to share
16 Women | Conference at with Counter  [S101 P.rof. Shamlm s_haredithe pre- Ol?]ectlye: attended the above meeting |book.com/photo?fbid=3 the Red Heart Campalngn
31.10.2022 | and Chil- |UNHCR Confer| Trafficking in sent situation of qnhpe child sex- |To Promote Ch.lld Rights of sexually on 30th July 2022. About 01833 Done with the UN Spec.lal Rappor-
dren Stud- | ence Room. |Persons-Technical ual abuse, exploitation and traf- | abused, exp loited and trafficked | 1|9 pycebook friends liked 8421792227 &set=pcb.3 teur:on Tr-afﬁckmg in Per-
ies - Working Group ficking which increased espe- children. this post and 8 persons com-| 018338488458887 sons, espemglly women and
CWCS (CTIP- TWG) on cially due to the pandemic and mented and gave best wishes. children,

31 October 2022 at
11:00am in UN-
HCR Conference
Room during her
official visit to
Bangladesh.

school closure when children had
easy access to online platforms
and were victims of internet in-
duced cybercrimes. In this con-
text, she highlighted the Red
[Heart Campaign to Promote Child
Rights being launched by CWCS on

30 July 2022. Copies of the Brief
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and badges of the Red Heart Cam-
paign were presented to the UN
TIP Special Rapporteur and her
associate.
The UN TIP Special Rapporteur
appreciated the initiative of the
campaign and agreed that she
would recommend on ways to
keep children safe online.
" . . Training and focusing on the skills - htps://www.in- HEROES as an opportunity
Inteligencia en Training for LEA (20 trainees) in the d for tackli cibe.es/summer- boot- t h the tools at
7 11/7/22 ESMIR TRAINING Investigaciones & . and resources for tack'mng cy- LEA camp/sbc2022/ponen- Done 0 emiance the 1oo’s a
Policiales" INCIBE (Spain) bercrime, including CSE/CSA tes/pablo-fernandez- LEAs disposal for tackling
and THB lopez THB and CSA/CSE
Media press re- |Release on the participation of the| . . ..
8 TBC ESMIR Website lease in National Police in Horizon 2020 Rls_mg awarencss onlho.w POhC.la Media, society TBC Planned HEROES as an lexample of
. . . Nacional is involved in innovation those projects
www.policia.es and Horizon Europe projects
Release on the participation of the| . . ..
9 TBC ESMIR | Social networks | Tweet in @policia | National Police in Horizon 2020 R1s_1 n1g awarencss onlho.w POhC.la Media, society TBC Planned HEROES as an Qxample of
. . Nacional is involved in innovation those projects
and Horizon Europe projects
HORIZON EU- |Release on the participation of the li{elrss1 I;iil\z;a;izeS:r?iizwgti:ni? e??)- HEROES as an example of
10 TBC ESMIR Intranet  |ROPE IN POLICIA| National Police in Horizon 2020 |, o parteipare I Pit Media, society TBC Planned cxamp
. . ects, and the importance of being in- those projects
NACIONAL and Horizon Europe projects A .
volved in innovation
http://www.astyno-
[Publication of HE-| Publication of HEROES project in | . S . mia.gr/index.php?op-
Hellenic Official website| ROES project in |Hellenic Police website HORIZON ]?ileeszn:cr?\?igl::soirf(IiE(li{igfriir?gzi tion=0zo
11 | 00/07/2022 Poli of Hellenic Po-| Hellenic Police banner. There is hyperlink with 1 ’tf (website, twitt d LEAS, General Public _content&lang=&per- Done
olice lice website HORI- HEROES website, twitter and platiorms I’V;k S:j.e’ witter an form=view&id=111
ZON banner linkedin. inkedin) 130&Ite
mid=0&lang=EN
Blog titled "Case https://trilateralre-
Study on County Summary of case study for D4.4 search.com/research-
12 26/10/22 Trilateral Blog post Lines drug traf- | Blog post on Trilateral's website | and flagging HEROES as funding Mixed P Al/Tech scene & h1ghl1ght-s/case-study-0n- Done
Research —_ - social researchers county-lines-drug- traf-
ficking and Cuck- organisation :
. e " ficking-and-cuckoo-
ooing in the UK .o
ing-in-the-uk
. Report on findings from the Eu- . .
13 Trilateral Blog post TBC Blog post on Trilateral's website rocrim conference and flagging Mixed B Al/Tech scene & TBC Planned Will be posted first week of
Research . oo social researchers November
HEROES as funding organisation
This is one of the activities
conducted to gather infor-
To gague opinions of LEAs, NGOs, mation for the D2.1 Desktop
. L . . Public/Private Professionals' opin- | LEAs, NGOs, Public/Private research from KEMEA. We
. Information |HEROES Question- Dissemination of Questionnaires ion about good practices and cur- | Professional (e.g. healthcare assume the information
14 April KEMEA . for the HEROES D2.1 to partners . : . . o = Done ;
Sheet naire - . rent gaps in prevention, investiga- | practicioner, lawyer, profes- sheet given as part of the
outside the consortium - S . . . . .
tion and victim assistance of THB sor) questionnaires we dissemi-
and CSA/E nated to partners outside of
the consortium counts as a
dissemination activity
Public post with two members of . L . https://www.linkedin.co
15 Jun 2022 KEMEA K.EMEA n/a KEMEA who attended the HE- Dissemination O.f HEROES objec- LEAS, General Public m/posts/panayiotispapa Done
LinkedIn . . tives . -
ROES event in Madrid, and nikolaou children-
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sharing of the purposes of the HE-
ROES project and KEMEA

humantrafficking-
childsexualabuse-activity-
6941303337560506368-
T71V/?utm_source=shar|
e&utm_medium=memb
er_desktop

16

01.09.2022

KOPZI

website

What is HEROES
project?

https://anti-trafficking.lt/novel-strat-
egies-to-fight-child-sexual-exploita-
tion-and-human-
trafficking-crimes-and-protect-their-
victims-202 1m-2024m/

Introduction

Community inside and out-
side Lithuania

ongoing

17

1/9/22

APAV &
ICMEC

Bilateral Meet-
ing

Bilateral Meeting

Bilateral meeting between APAV

& ICMEC in order to jointly plan

the work to be carried out during
w

Plan and debate avenues for join de-
velopment of tasks unders WP9.

Consorcium

https://eur06.safe-
links.protection.out-
look.com/?
url=https%3A%2F%2Fw
ww.linkedin.com%2Fpos
ts%2Fheroes-fct_heroes-
heroesfct-heroes4all- ac-
tivity-
6971421346383695872-
BDG4%3Futm_source%
3Dshare%26utm_mediu
m%3Dmem-
ber_ios&amp;data=05%
7C01%7Cma faldava-
lerio%40apav.pt%7Cf9a
31c51c70a43616b
c608dac656ad6¢c%7Cc78
5d60185544¢ce599d709b
Tebeceee66%7C0%7C0%7
C638040372827434903
%7CUnknown%7CTWFp
bGZsb3d8eyWIjoiMC4w|
LjAwMDAILCJQI-
joiV2IuMzIiLCJBTil61k1
haWwiLCJ
XVCI6Mn0%3D%7C300
0%7C%7C%7C&amp;sda
ta
=bKfRILtZI2YTIT-
WBaR835PCwQT6arA4s
8junlauEy
RZY%3D&amp;re-
served=0

Done

18

1/10/22

APAV

Website - sec-

tion dedicated

to project HE-
ROES

Dissemination of
project HEROES

Summary presentation of project
HEROES

Section of APAV's Projects &
Publications dedicated to project
HEROES, aiming at not only pre-
senting the project to all APAV's
internal and external stakehold-
ers, but also serve as a repository
to all publications/relevant deliv-
erables of project HEROES

https://apav.pt/pub-
liproj/index.php/136-
projeto- heroes

Done
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19

10/11/22 APAV

Internal Man-
agement Meet-
ing

Meeting with
APAV's Manag-
ers of the 75
Community-
based Services

Brief presentation of project

the 75 Community-based Ser-
vices, its main objectives and ac-
tivities, including a brief context
of APAV's expected participa-
tion, whilst presenting main
ouputs and outcomes of the pro-
ject and its added value
to potential and/or victims of THB
and CSA/CSE

HEROE's to APAV's Managers of]

Engage APAV's Managers in the
project

Victim support professionals

n/a

Done

20

9/11/22 APAV

Social Network

Facebook Post

Dissemination of the project in so-
cial media

Widely disseminate the project in

APAV's social media networks -

main pillars "Prevention, Investi-

igation and Victim Assistance", as
well as the consortium

APAV's FB followers -
(132.000)

https://eur06.safe-
links.protection.out-
look.com/?
url=https%3A%2F%2Fw
ww.facebook.com%2FAP
AV Portu-
gal%2Fposts%2Fptbid02
xwu69D5gAQd
W3J3JG7XWj7r37tDaFT
e2KPkNTBn3SdqKe5Dx
w
6R3rKax2x3PgQaKl&dat
2a=05%7C01%7Cmafaldav
alerio%40apav.pt%7C02
9674107702455fc75a08d
ac64f1380%7Cc785d60f]|
85544¢ce599d709b7e6ce
€e66%7C0%7C0%7C638
040340165042686%7CU
nknown%7CTWFpbGZsb
3d8eyJWIjoiMC4wLjAW
MDAILCIQI-
joiV2IuMzIiLCJIBTil61k1
haWwiLCIXVCI6
Mn0%3D%7C3000%7C
%7C%7C&sdata=vXDvM
KU
Msl41c%2B%2BaB0GQe
0bxZDZLgOoKgPQO4vr
s
w50%3D&reserved=0

Done

21

11/11/22 APAV

Social Network

Facebook Post

Dissemination of the project in so-
cial media

Widely disseminate the project in
APAV's social media networks -
main pillars "Prevention, Investi-
gation and Victim Assistance",
as well as the consortium

APAV's FB followers -
(132.000)

https://eur06.safe-
links.protection.out-
look.com/?
url=https%3A%2F%2Fw
ww.face-
book.com%2FAP
AV Portu-
gal%2Fposts%2FptbidOH
zZTAmSGaZFj3H
0zZDnl1yHGSF8RwJUGs

daV47E49TpgNmA gzG4

Done
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U
IMINGHSe4YZWX11&d
ata=05%7C01%7Cmafald

ava-
lerio%40apav.pt%7C029
674107702455fc75a0
8dac64f1380%7Cc785d6
0f85544¢e¢599d709b7e6
ceee66%7C0%7C0%7C6
38040340165042686%7C
Un-
known%7CTWFpbGZsb3
d8eyJWIjoiMC4wLjA
wMDAILCJQI-
joiV2IluMzIiLCJBTil61k1
haWwiLCIXVC
16Mn0%3D%7C3000%7
C%7C%7C&sdata=SxOql

u
4e55f3vY03BeOoB%2Bb
GEawboXjPU10C400K9

J
M%3D&reserved=0

Widely disseminate the project in
APAV's social media networks -

https://www.insta-

. . Lo L . . . /p/CkwEs-
. Dissemination of the project in so- | main pillars "Prevention, Investi- | APAV's Instagram follow- gram.com
22 9/11/22 APAV Social Network | Instagram Post cial media gation and Victim ers (22.400) i Shiljzll\‘/[Z]stNZV Done
Assistance", as well as the consor- Agsid o
tium kMjY%3D
APAYV no Instagram:
Widely disseminate the project in é(igr?;??uricdlg HOF;I;(;E:_
. Dissemination of the project in so- APAVV.S social media. networks- "| APAV's Instagram follow- | tidades parce?ras entre
23 11/11/22 APAV Social Network | Instagram Post . . main pillars "Prevention, Investi- . Done
cial media . . ; " ers (22.400) as quais se encontram
gation and Victim Assistance", - idad
as well as the consortium universiqades, empresas
tecnologicas e pequenas
e 7
socialization of the |presentation of the project as part of the pfsfrig;?:ﬁirgi Zcitnatshg r;g:ﬁz::;il-
24 23/6/22 RENACER Meeting amazon tourism sec-| dissemination strategy and linkage of P S . amazon tourism secretary Done
retary project key stakeholders with partners historically linked to pre-
vention processes
socialization of the presentation of the project as part of the present the projec} as prever}tion devel- )
25 30/6/22 RENACER Meeting north santandef S¢°1" dissemination strategy and linkage of opment actions i t he tourism sector | - secretary of tourism north of Done
retary of tourism kev stakeholders with partners historically linked to pre- santander
project Y vention processes
socialization of the |presentation of the project as part of the prjsfrrlgrgl:g;rgi Zcitnatshg r;g;ﬁz::;) il-
26 5/7/22 RENACER Meeting guajira secretariat of| dissemination strategy and linkage of P Lo . guajira tourism secretary Done
ourism project key stakeholders with partners historically linked to pre-
vention processes
socialization of the socialize the actions that we have taken
27 14/9/22 RENACER Meeting project to partners project presentation as signatories of the berlin declaration albasud representatives Done

albasud (catalan

to make tourism an area of sustainable
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association special-
ized in research and
communication for
development
founded in barce-
lona in 2002)

development

articulation between icbf, secretariat of

develop strengthening of competences
in teachers for the prevention of the

educators from educational in-

28 6/10/22 RENACER Meeting training for trainers. education fen and renacer foundation crime of trafficking and sexual exploi- | stitutions in the city of bogota. Done
en tation and the activation of routes and (suba)
the school alert system.
ltglr(ct?)r?lgxi iﬁg the project is presented and invited to
o . . . engage in it from the perspective of the
29 24/10/22 |RENACER Meeting Sailse;(()ce;goi ?iat air- presentation of th?tproj cct and link to role of a key partner in the process of | head of social management Done
ort consg tium awareness and prevention of traffick-
P company) ing and the csa
link to a private the project is presented and invited to
sector con?pany to | presentation of the project and link to engage in it from the perspective of | public security representative -
30 24/10/22 RENACER Meeting the heroes project it the role of a key partner in the process | public affairs representative - Done
(uber colorr)nbji 2) of awareness and prevention of traf- social management
ficking and the csa
develop strengthening of competences
articulation between icbf. secretariat of in teachers for the prevention of the | educators of educational insti-
31 10/11/22 RENACER Meeting training for trainers. education fon and renac;r foundation crime of trafficking and sexual exploi- | tutions of the city of bogota. Done
en tation and the activation of routes and (engativa)
the school alert system.
link to a private Lo . social management coordina-
the project is presented and invited to | . . .
sector company to engage in it from the perspective of tion avianca - representative of
32 15/11/22 RENACER Mecting the‘heroes project | presentation of th§ project and link to the role of a key partner in the process the futuro colomblg prevention Done
(avianca - unodc - it . program of the national attor-
of awareness and prevention of traf-
attorney general of . ney general - unodc representa-
. ficking and the csa .
the nation) tives
A talk describing the current state of
practice towards fighting cybercrime
. . The talk was announced
Fighting Next Gen- :Vnzstil(i)?l{::z;iglloﬂle (1;? :[igt]};ggrggir- in different social media, The talk can be shared but
33 8/11/22 ARC resentation eration Cybercrime versity of Technoigg] along with re- Dissemination, Engagement, Commu- Scientific for example in Done since it is partially related to
p with a Holistic Per- seartzh activities o fglglr;m Ca§in0 in- nication https://www.face- HEROES, it will be only done
spective ludi ‘ects. The HEROES ’ book.com/FIT.VUT/posts/ by demand.
¢ UCing projects. e pro- 631131045392405

ject was discussed an introduced to

the audience
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3.8. News

Partners are invited to share news of the project within their network of contacts, as well as to share results
and relevant events (at local and international levels) on their university website. Participating in large associ-
ations in the project will ensure wide dissemination of the project. The main objective will be to publicise the
project and its main initiatives to a large, interested audience.

Each news must include:

* Basic information about the Project.
* Key information about the results achieved or the events to be promoted.
»  Useful contacts and resources.

The following news have been published so far:

e Press eléase published on February 03, 2022, by the newspaper “El Pais”, by Patricia Peiro, “Un
equipo en la universidad contra los monstruos peddfilos ocultos en las redes” (Figure 5).

Edicion: M 0N -

EL PAIS

Madl'id DE MADRID -

MADRID - CERCANIAS - METRO - EMT - MADRID CENTRAL - ULTIMAS NOTICIAS

CRIMINALIDAD >

Un equipo en la universidad contra los monstruos
pedofilos ocultos en las redes
Un grupo de investigadores de la Complutense lidera un proyecto de siete millones

de euros con 21 organizaciones en todo el mundo para luchar contra la pederastia y
la trata en internet

Figure 5: Press release El Pais.

o Publication in the press eléase “Un grupo de investigadores de la Complutense lidera un proyecto
con 27 organizaciones en todo el mundo para luchar contra la pederastia y la trata en internet’,

published on the home page of Universidad Complutense de Madrid (UCM) on February 7, 2022
(Figure 6).

) COMPLUTERGE

UCM Estudiar Investigar Internacional Vida universitaria

Portada / Portada UCM / [...] / Febrero 2022

Un grupo de investigadores de la Complutense lidera un proyecto con 27 organizaciones en todo el mundo para luchar contra la pederastia y la trata en
internet

Un grupo de investigadores de la Complutense lidera un proyecto
con 27 organizaciones en todo el mundo para luchar contra la
pederastia y la trata en internet

NOTA DE PRENSA

s En el trabajo denominado HEROES -de casi 7 millones de euros- participan investigadores de las
Facultades de Ciencias Econémicas y Empresariales; Ciencias Matematicas; Ciencias Politicas y Sociologia;
Derecho; Estudios Estadisticos; Filologia; Informatica y Trabajo Social, bajo la coordinacion del profesor
Luis Javier Garcia Villalba, director del Grupo de Analisis, Seguridad y Sistemas (GASS) de la UCM.

= La prevencion, la investigacion y la asistencia a las victimas son los ejes de este proyecto que establecera
estrategias innovadoras para combatir y proteger a las victimas de los delitos de abuso y explotacion
sexual infantil (CSA/CSE) y de trata de personas (THB).

Figure 6: Publication on the main page of the UCM.
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e Interview on “play radio, radio 5” published on February 9, 2022, “La UCM, al frente de un proyecto
europeo contra la trata” (Figure 7).

= play radio mss cerca Q 8

J

MAS CERCA

La UCM, al frente de un proyecto europeo contra la
trata ®

09/02/2022 07:38

radio
(8]

El proyecto HEROES implica a 17 paises en la prevencion, investigacion y asistencia a victimas de trata y pederastia. Centrado en la proteccién
de la victima, desarrollaré herramientas y aplicaciones gratutias de cédigo abierto que complementen el trabajo de los cuerpos de policia y de
las organizaciones sociales. El objetivo es reducir la captacién de victimas de trata, aumentar la seguridad de los nifios en la red, contribuir a la
deteccion de delitos y acompafiar a las victimas en todo el proceso. Un proyecto multidisciplinar que hemos querido conocer desde la
Universidad Complutense de Madrid con cuatro de sus il ig : Ana Lucila (Facultad de Inf atica), José Lazaro

Rodrigo (Facultad de Filologia), Margarita Valle (Facultad de Derecho) y Esmeralda Ballesteros.

Figure 7: Radio 5 interview.

e Publication “La UCM coordina HEROES, proyecto internacional para luchar contra la pederastia
y la trata en Internet”, published on the main page of the Universidad Complutense de Madrid (UCM)
on June 11, 2022 (Figure 8).

La UCM coordina HEROES, proyecto internacional para luchar
contra la pederastia y la trata en Internet

Texto: Jaime Fernandez, Fotografia: Jests de Miguel - 11jun 2022 11:18 CET

La Facultad de Derecho ha acogido la primera reunién presencial del proyecto HEROES, liderado por la Universidad
Complutense, y que relne a otras 26 organizaciones europeas, asiaticas y americanas para luchar contra la pederastia y
la trata en Internet. En este trabajo participan investigadores complutenses de las Facultades de Ciencias Econémicas y
Empresariales, Ciencias Matematicas, Ciencias Politicas y Sociologia, Derecho, Estudios

Estadisticos, Filologia, Informatica y Trabajo Social, coordinados por el profesor Luis Javier Garcia Villalba, director

del Grupo de Anlisis, Seguridad y Sistemas (GASS) de la UCM.

Figure 8: Publication in page of the UCM.

3.9.Website

The Website is one of the most effective sources of dissemination. It allows communication with the general
public, as well as communication between the consortium, giving accurate and concise information on the
standing of the project and enabling a greater scope of dissemination. The URL of the project website is
"https://www.heroes-fct.eu".

The project website will act as a dissemination centre, central repository, and dissemination channel for news
on public information. It will contain documents and dissemination material produced as part of the HEROES
project, such as press releases, project brochure, newsletters, and a project fact sheet, etc. The website will be
continuously updated throughout the project, thus pertaining timely information for interested parties. The
website will also serve as a platform to constantly publish news and publications targeted to key stakeholders,
involving them both in content and in HEROES’ objectives.

The design of the website includes the following sections available in English, Spanish, German, French and
Portuguese languages and has a total of 12,096 views in RP1.

* Home” page, showing a summary of all sections of the website and a brief presentation of the HE-
ROES project (Figure 9).
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P bome Project v Consortium Sister Projects News v Contact £
o

Novel Strategies to

FigHt Child Sexual
Exploitation and Human H E S
TRafficking Crimes and j
PrOtect thEir Victim$

The number of people, including children, falling victim to human trafficking and child sexual abuse and exploitation (CSA/CSE) around
the world continues to grow, despite increased international attention and resources. In Europe, sexually exploited women and girls
make up the majority of human trafficking victims. Moreover, assistance to victims is often limited by the lack of coordination among
stakeholders. In this context, the EU-funded HEROES project will explore how to use the latest technological advances and new strate-
gies to prevent and combat CSA/CSE and human trafficking, investe the crimes and better protect victims. It will develop an ambitious,
interdisciplinary, international and victim-centred approach. Its aim is to establish a coordinated contribution with law enforcement
agencies to address the specific needs of victims and provide protection.

€4,999,500 17 27 36

EU CONTRIBUTION COUNTRIES PARTNERS MONTHS DURATION

HEROES
Components 1@

Figure 9: Home page.

*  “Project” page: relevant information on the project, like Work plan, Project Impact and delivera-
bles (Figure 10).
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N bome

li

News

EEER)| cororaem s pragecs o = - ) ome project + consortum  Siter projcts News © Contact =
Wk Plan »
o

Deliverables

Novel Strategies to
FigHt Child Sexual
Exploitation and Human
TRafficking Crimes and
PrOtect thEir VictimS

Novel Strategies to
FigHt Child Sexual
Exploitation and Human
TRafficking Crimes and
PrOtect thEir VictimS

PROJECT

DS WORK PLAN

HERJES

Trafficking of human beings (THB) and child sexual abuse and exploitation (CSA/CSE) are two big problems in our society. Inadvertently,
new information and communication technologies (ICTs) have provided a space for these problems to develop and take new forms,
made worse by the lockdown caused by the COVID-19 pandemic. At the same time, technical and legal tools available to stakeholders
that prevent, investigate, and assist victims - such as law enforcement agencies (LEAS), prosecutors, judges, and civil society organisa-
tions (CSOs) - fail to keep up with the pace at which criminals use new technologies to continue their abhorrent acts. Furthermore, as-
sistance to victims of THB and CSA/CSE s often limited by the lack of coordination among these stakeholders. In this sense, there is a
clear and vital need for joint work d for approaching and e In addi-
tion, due to the cross-border nature of these crimes, harmonisation of legal frameworks from each of the affected countries is neces-
sary for creating bridges of communication and coordination among all those stakeholders to help victims and reduce the occurrence
of these horrendous crimes. To address these challenges, the HEROES project comes up with an ambitious, interdisciplinary, in-
ternational, and victim-centred approach. The HEROES project is structured as a comprehensive solution that encompasses three main
components: Prevention, Investigation and Victim Assistance. Through these components, our solution aims to establish  coordinated
contribution with LEAS by developing an appropriate, victim-centred approach that is capable of addressing specific needs and provid-
ing protection. The HEROES project's main objective is to use technology to improve the way in which help and support can be provided
to victims of TH8 and CSA/CSE. Moreaver, the HEROES project will establish new innovative strategies that in the short, medium and
long term will improve the way in which LEAS and CSOs carry out criminal investigations, assist rescued victims, and prevent the occur-
rence of these crimes.

Work Plan

Privac d social
impact assessment

and use cases definition

Acronym HEROES

Project Number 101021801

General Information

Project Tite

ight Child Sexual Expl

&) vome prope - Consortum  Seterprojcs News - Comtact

Novel Strategies to
FigHt Child Sexual

Exploitation and Human

TRafficking Crimes

and

PrOtect thEir VictimS

Victims Impact

At the moment it is possible to find different
organisations that are supporting victims of
THB and CSA/CSE, but all of these efforts are
not giving the maximum resuits expected be-
cause the connection between relevant stake-
holders is not enough. Hence, the HEROES
project will promote cooperation and connec-
tion between main parties involved, by means
of developing an integral and transversal sys-
tem that is victim-centred, thereby reducing
secondary victimisation that victims can be
subjected to when in contact with LEAs.

“Consortium” page: a description of the project partners is made showing their logos and direct links

Impact

Citizens Impact

Social impact is of utmost importance for
HEROES project. It vill empower citizens to ad-
dress the threats of THE and CSA/CSE. It will
also increase the European community's per-
ception of security. Citizens will be more di-
rectly involved in service delivery in their com-
munities and feel that the process of working
with LEAS increases their sense of empower-
ment. Citizens will observe an improved per-
ception of safety when experiencing the identi-
fication of the authors of cyber-attacks. The
HEROES project will lead to increase confi-
dence and trust in the police.

d Human Trafficking Crimes and Protect their Victims

IMPACT

HER/ES

Social workers Impact

In recent times, there is the rise of TH8 and
CSA/CSE which has led to an increase in NGO
involvement to prevent it. Activities of NGOS
range from comprehensive campaigns against
these crimes to the creation of sheiters for vic-
tims. They cooperate with other international
organisations to gather funding. As a result,
they play an integral role in working to prevent
and ultimately reduce these crimes. NGOs are
fundamental in alerting the community to TH8
and CSA/CSE practices that occur within the
country and globally.

This WP runs all along the project lifetime,
to ensure a successful completion of the
project goals on time, within budget and
with quality standards.

a Home

Project -

Novel Strategies to
FigHt Child Sexual
Exploitation and Human
TRafficking Crimes and
PrOtect thEir VictimS

Consortium

This WP aims to provide an overview
and status quo assessment of the mech-
anisms used by the multi-stakeholder to
prevent, investigate and mitigate THB
and CSA/CSE investigations gathering
and presenting relevant best practices
that could be integrated into a Common
European Framework governing this
field.

News ~

Sister Projects

Download our public deliverables from this page as so0n as they are available.

Figure 10: Project page.

to their official websites (Figure 11).

Contact

Ensure that the developed platform and
analytics tools comply with  the
European societal values, fundamental
rights and applicable legislation includ-
ing the privacy and protection of per-
sonal data.

DELIVERABLES

HER S
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;h Home Project v Consortium Sister Projects News v  Contact

Novel Strategies to

FigHt Child Sexual
Exploitation and Human CONSORTIUM

TRafficking Crimes and HER'JES
PrOtect thEir VictimS

The HEROES consortium consists of 27 partners located in 11 EU countries (Austria, Belgium, Bulgaria, France, Greece, Ireland, Latvia,
Lithuania, Portugal, Spain, United Kingdom), 1 Associated Country (Switzerland) and 5 Third countries (Bangladesh, Brazil, Colombia,
Peru, Uruguay). The consortium is made up of partners with diverse affiliations: 5 Universities (UCM, UNIKENT, VUB, UNICAMP, Lab
LATITUDE), 2 small and medium enterprises (IDENER RD, TRI), 3 research and technology organisations (INRIA, KEMEA, ARC), 7 Law
Enforcement Agencies (ESMIR, ELAS, SPL, GDCOC, BFPD, PRF, CCFFAA), 1 International Organisation (ICMPD), 8 NGO (CWCS, KOPZI,
APAV, RENACER, GCR, ESPHERA, ASBRAD, ICMEC CH), and 1 Government Organization (GOSIEE). The HEROES' consortium combines the
expertise of psychologists, sociologists, lawyers, social workers, health workers, computer developers and experts in computer security
and forensics, from all over the world with one goal: to fight against the crimes and help victims of human trafficking and child sexual

abuse.
University. “E
Universidad Complutense de University of Kent Viije Universiteit Brussel
Madrid
United Kingdom Belgium

Spain

o0& o0 ® 0 ®

L | Y
Figure 11: Consortium page.
» The “Sister Projects” page showing projects linked to or related with HEROES (Figure 12).

\ SaterProjects News +  Contact g

Novel Strategies to

FigHt Child Sexual

Exploitation and Human S|STER PROJECTS
TRafficking Crimes and HER?ES
PrOtect thEir VictimS

Sister Projects

v,
B /X
ADA Qg THORN 7 RAYUELA

1ot vyt g stervine

Figure 12: Sister Projects.
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+  “News” page: Information about project news presented on television and press releases is shown,
including mentions to events that wounded with HEROES participation and a downloadable file of the

project Newsletters (Figure 13).

;g) Home Project v (Consortium Sister Projects :e::s‘ Contact o= - 0 Home Project v Consortium  Sister Projects News v  Contact b
r;{ovHetl (S:ﬂTctjeSgieS t? Novel Strategies to
igHt Child Sexua FigHt Child Sexual
'E)F(Qpalgéiihnogngr?r:;ua??in N E}g)fs Exploitation and Human EVENTS
PrOtect thEir Victims e ;BS‘;ZE';'?&E%Q/TC%.S;gd HERES
Top News Upcoming Events

Cybersecurity Web Organiser: CC-DRIVER and CYBERSPACE
h ect
Seminar. e

‘y Topicthe  current EU  cybercrime
landscape

El proyecto que investigadores de la Complutense lidera
con 27 arganizaciones en todo el mundo para luchar.

conieaa peceastay b trta n ntrnet (9 20 sepremper 2022

Q onire,

A researchers group from the Complutense University is
leading a project with 27 organizations around the world to
fight against pederasty and trafficking on the Intemet.

ina el proy

La Universidad Complutense de Madrid c

Organiser:  European  Society  of 22nd Annual Conference

P Home Project v Consortum  SisterProjects News v Contact 5 -

o

Novel Strategies to

FigHt Child Sexual
Exploitation and Human NEWSLETTE:
TRafficking Crimes and MERy /=
PrOtect thEir VictimS

Newsletters

First Newsletter

Available in these Languages:

= D I1 = [§

Figure 13: News page.
* The “Contact” page, displaying contact information for the HEROES project (Figure 14).
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Novel Strategies to
FigHt Child Sexual
Exploitation and Human

TRafficking Crimes and CONTACT

PrOtect thEir Victim$S HER/JES

Luis Javier Garcia Contact Us Newsletter
Villalba

E-mail: heroes@ucm.es

00 =

Send a Message

Figure 14: Contact page.

3.10. HEROES Visual Identity

For the elaboration of the visual elements of creative use of the HEROES project, the "HEROES Visual
Identity" document was created. This document provides a guide for the production of the project’s
dissemination materials, as well as information on logos, colours, fonts of the project, etc., and instructions on
how to use them. Guidelines for referencing the project on social media and other digital media are also

mentioned.

This document was distributed, via email, to all members of the HEROES consortium (Figure 15).
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HER’JES

Novel Strategies to Fight Child Sexual Exploitation and
Human Trafficking Crimes and Protect their Victims

H2020-101021801

www.heroes-fct.eu

HEROES Visual Identity

Authors

names of main authors

Partner name and Acronym

Filled in by

Date

Thus project has recerved funding from the Ewropean Union’s Honzon 2020 research and innovation
programme under grant agreement No 101021801

Figure 15: Document HEROES Visual Identity.

3.10.1. Project Logo

The project logo is one of the essential elements of the project's identity. Its main purpose is to directly and
effectively represent the core message of the project. whilst stimulating dissemination and provide an oppor-
tunity to promote results.

HEROES logo shall be part of all dissemination, communication (internal and external) and exploitation ac-
tivities, as well as included in all promotion materials, documentation, websites, etc.

For the representation of the HEROES project, the design of the letters was created with the font type called
“Calibri Bold” which is the acronym of the full name of the project “Novel Strategies to FigHt Child Sexual
AbusE and Human TRafficking Crimes and PrOtect thEir VictimS”. The letter “Q” was modified by a draw-
ing that shows three people embracing each other, representing union and protection, as can be seen in Figures
16 and 17.
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HEROES

Figure 16: Logo letters design.

s/

Figure 17: Letter design.

Subsequently, the two designs were combined, resulting in the logo that represents the HEROES project,

HERZES

Figure 18: Logo HEROES.

The logo uses the following colour palette (Figure 19). The colours can be used in documents, files, etc., that
form part of the project. Each colour has been chosen based on the messages, values and ideals that this project
aims to embody: the blue colour represents peace, hope, and tranquillity, while the green colour represents
stability, hope and family.

Palette colors

>

HERES

m#1D1C4E m#93AD00 m#879C01 m#3A8ACT m#419ADF

Figure 19: Palette colors.

3.10.2. Social Media

Social media platforms are great communication channels to reach a broad group of target audiences. Not only
do they allow for a wide dissemination of HEROES, as they encourage the creation of a two-way collaborative
community of stakeholders. Social media is a very dynamic environment and one of the most popular and
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fastest ways to promote the project and improve its visibility. These communication channels provide access
to content at any time on any digital device.

To increase the visibility and communication commitment of the HEROES project, social networks will be
used to share relevant information, as well as news and articles of public interest by using the main information
channels, including Twitter and LinkedIn.

e Twitter: It is available through the user @heroes_fct. This social network is used to keep followers
updated on HEROES consortium events and activities, published deliverables, and other project infor-
mation updates. Today the channel has 88 followers (Figures 20 and 21).

<« HEROES

48 Tweets

Novel Strategies to Figiit Child Sexual Exploitation
and Human TRatticking Crimes and Protect thEir

{ VictimS

T 4 Following
@heroes_fct

BBHEROES has received funding from the European Union’s Horizon 2020 Research
and Innovation Programme under grant agreement No 101021801. #H2020
#HeroesFCT

& Science & Technology (® Joined October 2021

34 Following 88 Followers

Figure 20: HEROES Twitter.
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, « HEROES
48 Tweets
© Home Novel Strategies to Figiit Child Sexual Exploitation
and Human TRafficking Crimes and Protect thEir
H  Explore r Victims
[ Notifications * .
B3 Messages HER'J ES
. Following

[l Bookmarks

HEROES
E] Lists @heroes_fct

@ HEROES has received funding from the European Union’s Horizon 2020 Research

o and ion F under grant ag it No 101021801. #H2020

& Profile #HeroesFCT

€3 Science & Technology ©® ) Joined October 2021
@ More

34 Following 88 Followers
:’) Followed by LOCARD, Sara., and 2 others you follow

Tweets Tweets & replies Media Likes

HEROES @heroes_fct - Oct 20
Jesus Alonso Researcher at @gass_ucm @unicomplutense, on behalf of the
#HEROESProject, was invited by DG HOME to the CERIS Annual Event
2022: Fighting Crime and Terrorism and Resilient Infrastructure, dedicated
to FCT and INFRA areas.

927 - 28 September 2022

? Brussels, Belgium

Q1 n 2 Q7 by

HERVES

Q  Search Twitter

You might like

PhishFindR
@PhishFindR

UNCOVER _Project
@UNCOVER _EU

ROXANNE Project
@ROXANNE _project

Show more

What’s happening

Event - LIVE
Feliz cumpleafios, Kim
Kardashian

Trending in Mexico
Banamex
1,161 Tweets

Figure 21: HEROES Twitter home page.

o LinkedlIn: This social network is used for contact with professionals interested in the themes related
with HEROES. It is available through the URL https://linkedin.com/in/heroes-fct, as of today the

page has 96 followers and 34 contacts (Figure 22).

°© =)
m Q Buscar ‘a‘ as - ©
nicio

Mi red Empleos Mensajes

Novel Strategies to Figlit Child Sexual Exploitation
and Human TRaficking Crimes and Protect thEir

BV &

HEROES FCT Research Project - ter

™ HEROES has received funding from the European Union’s Horizon 2020 Research and Innovation
programme under grant agreement No 101021801.

Madrid, Comunidad de Madrid, Espafia - Informacién de contacto

a

96 seguidores - 34 contactos

Eﬁ 4 contactos en comun: Jesus Alonso, Antonia Pothoulaki y 2 personas mas

Vv Siguiendo

Actividad

96 seguidores
HEROES FCT Research Project ha publicado esto - 1dia

Jesus Alonso Researcher at the Group of Analysis, Security and Systems (GASS) Universidad
Complutense de Madrid, on behalf of the #HEROESProject , was invited by DG HOME to the CERIS
Annual Event 2022: Fighting Crime and Terrorism and Resilient Infrastructure, dedicate ... mostrar mas

c@® o

HEROES FCT Research Project ha publicado esto - 3 dias

The HEROES project was presented at the Jornada relativa a la directiva 2016/800, relativa a las
garantias procesales de los menores sospechosos o acusados en los procesos penales, organized by
| the Escuela Judicial del Consejo General del Poder Judicial. ... mostrar mas

9 [ } ESE Prueba Premium
Notificaciones ~ Yow Productos v gratis
En los primeros puestos

Inversiones en Espafia

Nuestra empresa le ofrece un método )
sostenible de inversién en activos

Invertir en linea

Q
| b Descubra como gana dinero nuestra )
gente y Unase a ella. Invertir en linea

Invitacién de LinkedIn

Publicita en LinkedIn. Obtén nuevos
clientes. Pruébalo ahora.

Otros perfiles vistos
{ *T Paula Martin Peldez - 3er
i} Contratada Predoctoral

Daniel Povedano Alvarez - 2°
PhD. Student. Research Scientist in

Al/ML and Security in Complutense...

Jests Alonso - Ter [}
Researcher at Universidad Complutense
de Madrid

<7 Enviar mensaje

Antonia Pothoulaki - ler
Project Manager - Senior Researcher -

Center for Security Studies (KE.ME.A)...

€

<7 Enviar mensaje

. Constantinos Patsakis - 2°
Associate Professor at University of
Piraeus

|

Figure 22: HEROES LinkedIn.
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3.10.3. Email

Emails are a communication mechanism for creating, sending, and receiving messages through electronic com-
munication systems. Most email systems today use the Internet, with e-mail being one of the most popular
uses of the Internet.

Everything related to the project will be communicated through the Gmail address "heroes@ucm.es" with the
project partners, including sensitive information.

3.11. Flyer/ Factsheet/ Newsletter

In order to inform a wide range of audiences of HEROES project and improve its visibility, different dissem-
ination materials have been prepared. All dissemination materials contain the HEROES logo, a brief descrip-
tion of the project and a list of partners.

Dissemination materials are published on the project’s website and are available for download. They are also
distributed at events attended by partners, not only to increase project visibility but also expand our network
and contacts.

3.11.1. Flyer

The HEROES flyer was designed to present the objectives, components, and consortium. This brochure was
printed in 300 copies and sent to the consortium, so that they could distribute them at each event they partici-
pate in. The flyer was also made available in HEROES’s website and is available in English, French, Portu-
guese, German, and Spanish (Figure 23).

W * HERAJES

H E ES Novel Strategies to FigHt
\y Child Sexual Exploitation
and Human TRafficking

Crimes and PrOtect thEir
Victims

The HEROES project aims to establish a
coordinated contribution with LEAs by
developing a suitable and victim-focused
approach that is capable of addressing
specific needs and providing protection.

P wwwheroes-feteu Project Coordinator
<] heroes@ucm.es Or. Luls Javier Garcia Villalba
(3 onerces.ta BX) javienouemes
@ rpssninkedincomnheroes-ct L [E=]
coliRTTiRse
HEROES is structured as a comprehensive solution that encompasses
three main ; and Victim Components
Assistance. Through these components, HEROES will establish a 1.Prevention: By a mixed approach of technology and social action.
with Law Agents (LEAS) by 2. By tools that cover the
developing an appropria entred approach that is capable of most important needs of LEAs: data gathering and analysis while
addressing specific nee viding protection. HEROES's main embracing the technical, ethical and legal challenges unique to
objec o use technology to improve the way in which help and fighting THB and CSA/CSE crimes
support can be provided to victims of Trafficking of Human Beings 3.Victim Assistance: By focusing on prevention and developing
(THB) and Child Sexual Abuse and Exploitation (CSA/CSE). technological tools for more effective investigations.
Objectives Consortium
Coordinator
To provide a variety of preventive measures to reduce THB and
To reduce the demand of services that may be provided by victims ® ent M leoa
in both legal and illegal sectors. a2
To reduce the risk of (re-Joffending by better understanding the
= 3 . =
behaviour of abusers and potential abusers. T anena £ s, SR @idener
To analyse possible involvement of organised crime groups
implicated in THB and CSA/CSE in other crimes. Ic N I
To develop new approaches to investgateTHB and CSA/CSE L orEE
arimes Riidkes
To address new threats of child abuse and coercion and extortion APAV
of victims that have escalated in the last years. 2| ORenocer R o

To provide Law Enforcement Agents with effective means to
detecs, investigate and bring down open and hidden peer-to-peer
networks and websites.

To develop a set of holistic measures to ensure adequate THB and
CSA/CSE victims® protection and assistance.
To develop new approaches to investigate trafficking of human

beings and CSA/CSE crimes. pmy
To develop new approaches to mitigate the impact on victims of 35'3@
THB and CSA/CSE and to reduce re-victimisation in the short and
long cerm.

Figure 23: Flayer.
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3.11.2. Newsletter

There will be a periodic publication of a Newsletter with the latest news about the project. The first Newsletter
published aimed at presenting the HEROES project, its objectives and mains activities, as well events held and
upcoming ones. The Newsletter is available for download on the main page of HEROES’s website, available

in English, Spanish, French, German, and Portuguese. (Figure 24).

FIRST EDITION

JULY 2022

In this edition

What is HEROES?

What are the Project's
Objectives?

What Happened in the
Past Months?

Upcoming Events

Contact

8 heroes@ucm.es
o @heroes_fct
@ https://linkedin.com/in/heroes-fct

HERZES

3.11.3. Roll-Up

For public events in which a face-to-face audience is expected, a Roll-Up was carried out to advertise the

Novel Strategies to FigHt Child
Sexual Exploitation and Human
TRafficking Crimes and PrOtect thEir
VictimsS

The number of people, including children, falling victim to human
trafficking and child sexual abuse and exploitation (CSA/CSE) around the
world continues to grow, despite increased international attention and
resources. In Europe, sexually exploited women and girls make up the
majority of human trafficking victims. Moreover, assistance to victims is
often limited by the lack of coordination among stakeholders. In this
context, the EU-funded HEROES project will explore how to use the latest
technological advances and new strategies to prevent and combat
CSA/CSE and human trafficking, investe the crimes and better protect
victims. It will develop an ambitious, interdisciplinary, international and
victim-centred approach. Its aim is to establish a coordinated contribution
with law enforcement agencies to address the specific needs of victims
and provide protection.

4.99M € 17 24
Budget Cou‘ntﬁ Partners

This project has received funding from the European Union's
Horizon 2020 research and innovation programme under grant MORE INFO

agreement No 101021801
NEWSLETTER #1 1

Figure 24: Newsletter.

HEROES project in which social networks and the website are reported (Figure 25).
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WERN and innovation programme under grant agreement No 101021801

Figure 25: HEROES Roll-Up.

3.11.4. Poster

Two styles of the poster were designed for the presentation of the HEROES project: the first in which technical
issues of the project tools are detailed, and the second for general use for the information partners want to
present about the project. In the posters, the sections can be modified according to the topic required to be
presented (Figure 26 and 27).
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HEROES is structured as a comprehensive solution that encompasses three components: Prevention, Investigation and Victim
Assistance. HEROES will establish a coordinated contribution with LEAs by developing an appropriate, victim-centred approach that
is capable of addressing specific needs and providing protection. Moreover, HEROES will establish new innovative strategies that in
the short, medium and long term will improve the way in which LEAs and CSOs carry out criminal investigations, assist rescued victims,
and prevent the occurrence of Trafficking of Human Beings (THB) and Child Sexual Abuse and Exploitation (CSA/CSE).

Objectives

Prevention

@ To provide a variety of preventive measures to reduce THB
and CSA/CSE crimes.

& To reduce the demand of services that may be provided by
victims in both legal and illegal sectors.

@ To reduce the risk of (re-)offending by better understanding
the behaviour of abusers and potential abusers.

Investigation

& To analyse possible involvement of organised crime groups
implicated in THB and CSA/CSE in other crimes.

& To develop new approaches to investigate THB and
CSA/CSE crimes.

@ To address new threats of child abuse and coercion and
extortion of victims that have escalated in the last years.

I 10 provide Law Enforcement Agents with effective means to
detect, investigate and bring down open and hidden P2P
networks and websites.

¥ To Develop a set of holistic measures to ensure adequate
THB and CSA/CSE victims' protection and assistance

? To develop new approaches to investigate trafficking of

human beings and CSA/CSE crimes

To develop new approaches to mitigate the impact on

victims of THB and CSA/CSE and to reduce re-victimisation

in the short and long term

Impact

Z

g

Improvement of the cooperation between main parties
involved, by means of developing an integral and
transversal system that is victim-centred, thereby
reducing secondary victimisation.

Increase citizens empowerment to address the threats
of THB and CSA/CSE. It will also increase the European
community's perception of security.

The support of international NGOs will be an
enormous value to help victims and to tackle THB and
CSA/CSE from a global perspective. This partnership
will  benefit from bidirectional knowledge sharing
between researchers and NGOs.
Toolkits to gather information, analyse multimedia files,
securely, identify victims and offenders and enhanced
training curricula focusing on victim's needs from
which investigations can prove to be more effective.

Concept

Prevention
Implementing a mixed approach of technology and social action.

Investigation

Developing technological tools that cover the most important needs of
LEAs: data gathering and analysis while embracing the very technical,
ethical and legal challenges unique to fighting THB and CSA/CSE crimes

Victi \ccictanc D3

VICTIm ASSsiIstance -
Focusing on prevention and developing technological tools for more
effective investigations.

P Soclety
G >
A s i:‘l
‘and Ecucation for THB & CSA/CSE Victms ‘and Cokaboragion . @
&P
Stakeholders 0009 w Harmonizaton of Legal
Framework o THB and Poychol, 800, and
@veen CSACSE Crimes Teon. Facions
R ol 1 g =
deoticaton Tool Acassnon raining
{.. D General Public | fi5ss] ®,
e =20 ©m
St s cae e | B
OSINT Tools Job Oflers
Content Genersor

2yl y

Consortium
> @idener Y asbrag 2| Otnocer A:Pé\l
™ KOPZI I'.EEEEEETL %!:vs::&:v::&a!.‘.%:zr.&cs "'f!é?f' IC\ =

GLOBAL
INITIATIVE

9 O @

Contact

fREFUGEES

Project Coordinator ) heroes@ucm.es @%},@
Q www.heroes-fct.eu 555"%3
[ @heroes_fct Ok

@ https://linkedin.comvin/heroes-fet

Sl Dr. Luis Javier Garcia Villalba
UNIVERSIDAD

COMPLUTENSE ) javierv@ucm.es

- This project has received funding from the European Union’s Horizon 2020 research and innovation programme under Grant

Agreement No. 101021801.

Figure 26: Poster template 1.
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About HEROES

HEROES is structured as a comprehensive solution that
encompasses three components: Prevention,
Investigation and Victim Assistance. HEROES will
establish a coordinated contribution with LEAs by
developing an appropriate, victim-centred approach that is
capable of addressing specific needs and providing
protection. Moreover, HEROES will establish new
innovative strategies that in the short, medium and long
term will improve the way in which LEAs and CSOs carry
out criminal investigations, assist rescued victims, and
prevent the occurrence of THB and CSA/CSE crimes.

Components

Prevention @

Implementing a mixed approach of technology and social

action.
y

Investigation @

Developing technological tools that cover the most
important needs of LEAs: data gathering and analysis
while embracing the very technical, ethical and legal
challenges unique to fighting THB and CSA/CSE crimes

Focusing on prevention and developing technological
tools for more effective investigations.

Impact

Improvement of the cooperation between main parties
involved, by means of developing an integral and
transversal system that is victim-centred, thereby
reducing secondary victimisation.

Increase citizens empowerment to address the threats
of THB and CSA/CSE. It will also increase the European
community's perception of security.

enormous value to help victims and to tackle THB and
CSA/CSE from a global perspective. This partnership
will  benefit from bidirectional knowledge sharing
between researchers and NGOs.

Toolkits to gather information, analyse multimedia files,
securely, identify victims and offenders and enhanced
training curricula focusing on victim's needs from
which investigations can prove to be more effective.

E The support of international NGOs will be an

Objectives

The main goal is to use technology to improve the way in which
help and support can be provided to victims of Trafficking of
Human Beings (THB) and Child Sexual Abuse and Exploitation
(CSA/CSE).

@ To provide a variety of preventive measures to reduce THB and

S CSA/CSE crimes.
e @ Toreduce the demand of services that may be provided by victims
2 in both legal and illegal sectors.
E @ To reduce the risk of (re-)offending by better understanding the
behaviour of abusers and potential abusers.

@ To analyse possible involvement of organised crime groups
= implicated in THB and CSA/CSE in other crimes.
© @ To develop new approaches to investigateTHB and CSA/CSE
b crimes.
%D & To address new threats of child abuse and coercion and extortion
b4 of victims that have escalated in the last years.
é & To provide Law Enforcement Agents with effective means to

detect, investigate and bring down open and hidden peer-to-peer
networks and websites.

To develop a set of holistic measures to ensure adequate THB and
CSA/CSE victims' protection and assistance.

To develop new approaches to investigate trafficking of human
beings and CSA/CSE crimes.

To develop new approaches to mitigate the impact on victims of
THB and CSA/CSE and to reduce re-victimisation in the short and
long term.

Consortium

University of

Kent f g Creia— hmena W@ Sidener

VR
g 3 UN
B A BRUS
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s

asbrad Apoio  Vitima TREFUGEES
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Contacts
Project Coordinator ) heroes@ucm.es
Dr. Luis Javier Garcia Villalba @ www.heroes-fct.eu
INIVERS javierv@ucm.es
combitiksy ) J2ene g heras 1
uavaiD §= +34913947638 @ nttpsi//iinkedin.comvin/heroes-fct

- This project has received funding from the European Union’'s Horizon 2020 research and innovation programme under Grant

Agreement No. 101021801.

Figure 27: Poster template 2.

The posters shown below have displayed at events where the HEROES project was presented:
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Deliverable D10.5

HER’ES

e Poster presented by Trilateral Research at the Eurocrim 2022 conference,
(https://eurocrim.secure-
platform.com/spain2022/solicitations/8/sessiongallery/schedule/items/689) (Figure 28).

Novel Strategies to FigHt Child Sexual Exploitation and
Human TRafficking Crimes and PrOtect thEir Victims

About HEROES

HEROES s structured as a solution that three

Investigation and Victim Assistance. HEROES will establish a coordinated contribution with LEAs by
developing an appropriate, victim-centred approach that s capable of addressing specific needs and providing
protection. Moreover,
wll improve the way in which LEAs and CSOs carry out criminal investigations, assist rescued victims, and
prevent the occurrence of Trafficking of Human Beings (THB) and Child Sexual Abuse and Exploitation
(CSA/CSE) crimes.

Components

Implementing a mixed approach of technology and social action.

o Investigation
Developing technological tools that cover the most important needs of LEAs: data gathering and
analysis while embracing the very technical ethical and legal challenges unique to fighting THE
and CSA/CSE crimes.

Focusing and tools for more effective

Impact

Improvement of the cooperation between main parties involved, by means of developing an
integral and transversal system that Is victim-centred, thereby reducing secondary
victimisation.

Citizens of THB and CSA/CSE. It will also increase the European community's perception of
The support of International NGOs will be an enormous value to help victims and to tackle
This

THB and CSA/CSE from a global will benefit from
knowledge sharing between researchers and NGOs.

Toolkits to gather information, analyse multimedia files securely, identify victims and
LEAs offenders and enhanced training curricula focusing on victim's needs from which
investigations can prove to be more effective.

Objectives

The main goal is to use technology to improve the way in which help and support can be
provided to victims of THB and CSA/CSE.

Consortium partners

7LEASs, 5 Technical Partners, and 11 Other Partners.

Case Study - WP 4 Task 4.4:

Children and young adults recruited for County Lines drug trafficking - identifying vulnerabilities that put young people at
risk as well as the signs a child or young adult is being exploited by County Lines gangs.

Methodology & Objectives of Case Study

Trilateral Research (TRI) conducted a case study assessing the phenomena of County Lines drug trafficking
and Cuckooing in the UK in relation to Trafficking in Human Beings (THB). This study aimed to identify (1)
vulnerabilities that increase a young person's risk of being recruited, and (2) indicators to help frondine
responders to spot If children and young adults are involved with County Lines.

We conducted in-depth literature review and 6 interviews with professionals as well as frondine responders
the LEAs, and City Councils).

County Lines & Cuckooing in the UK - Key Statistics & Definitions

The UK government defines County Lines as s and organised eriminal networks involved in exporting legol

within th form of “deal line™

(m:me Office, 2020). Those gangs and omnls« criminal networks 7-) are likely to exploit children and

erable adults to move and store the drugs and money and they will often use coercion, Intimidation, violence
(including sexual violence) and weapons™ (Home Office, 2020).

k Is estimated that approximately 1,000 different County Lines are operating across the UK, with each line
generating about £800,000 a year.

Chikdren are considered to make up most victims groomed

into UK County Lines gangs, wlm numben growing -
and {Figure 1).1n

total, 2,053 County Lines NRM referrals were flagged in 2021,

increasing by 23% compared to the previous year. Children

involved with criminal gangs such a3 County Lines are often

by LEAs.

A F.I’...|<.” ‘l

[T

Cuckooing refers to the phenomenon of County Lines di
dealers taking over an accommodation located in provincial
areas to use them as local drug deabng bases. The term
‘cuckoo' in this context refers to the cuckoo bird's practice of
taking over nests of other birds.

THB in the UK - Key Statistics & Definitions

In the UK, human trafficking is understood as an element of modern slavery. Modern slavery is defined as “on

umbrella term that covers several different forms of exploitation which can include human trofficking, labour
sexual and domestic servitude” (HM Government, 2021: p. 11). The

2014 Modern Slavery Strategy and Modern Slavery Act 2015 frame modern slavery in England and Wales.

public authorities in England and Wales must refer a potential victim (a child or consenting adult) into the
ob victim of human trafficking, the UK government refers
to the three elements of Action, Means, and Purpose of exploitation.

With 1 12727 ~—
through the NRM In 2021. Real numbers are estimated to be much higher. In the most recent quarter, 79% of
NRM referrals were either men or bays and 21% of the referrals were either women or girls.

Modern slavery in the UK increasingly affects children: In 2021, 43% of referrals to the NRM claimed they had
been exploited as children. Out of the victims who were minors, 79% were boys and 21% were girls in 2021.
Children were mostly referred as a resuk of criminal exploitation.

County Lines & Human Trafficking = Links

The Act - Individuals are recruited and may be transported as well as

y migr

Ived property. oster used by
the National Crime Agency (NCA) to raise awareness of Ceumy Uines - and
children going missing.

The Means = To recruit individuals over 18 (the aspect of means does not
need to be applied for minors), gangs will use some form of coercion,
dacoption, abuse of powar, utilisation of the pesition of vulnerability of the
person to bo exphited, and payments or benefits to hure people inte gangs
or to take over their property.

=ncA

Figure 2: Poster by the NCA (NCA, nd, ).
The NW = Children and adults will be trafficked for the purpose of

Figure
County Lines, by age group at exploltation and
Both County Lines and Cuckooing overlap with other forms gender (Home Office, 2022).

of exploitation and crimes covered under the UK's Modern

Slavery Act 2015,

County Lines = Key Vulnerabilities

The study shows that every child and young adult is at risk to be groomed and exploited by County Lines gangs.
Ientified vulnerabllities cover: Age, Gender, status, Family context,
Housing, Health & Education, Peer relationships, Criminal record, and vulnerablities stemming from the
COVID-19 pandemic. The study stresses that intersecting vulnerabilities increase risks.

Crucially, children growing up in an appear
to recruitment and grooming attempts. The mmm of money as wellas increased social status function as
key pull factors.

Notably, a young person is considered to be more at risk if they suffer from mentall health problems or have
substance misuse issues, have a physical disability or developmental disorders. In addition, having been
excluded from mainstream education Is thought to be a critical event increasing vulnerabllity (as well as
underachieving at school, etc.).

for criminal activities, but they are likely to be sexually
exploited as well,

County Lines = Indicators

Indicators are divided Into Act, Means, and Purpose - working along the definition of THB. Understanding if
somebody is a victim rather than a perpetrator will enable the provision of adequate and much needed
safeguarding support.

Indicators of Action - Examples:
+ Aperson is missing frequently from home for short and/or long periods.
+ Aperson is found to be staying In unsafe accommodations.

Indicators of Means - Examples:
+ suddenly having unexplained money and/or owning unexplained and unaffordable items.
+ Receiving a huge amount of ph texts (as a way of the individual).

Indicators of Purpose - Examples:
+ Sudden change I use of language (using phrases/terms in relation to drug dealing and/or vioknce).
+ The person is found with suspicious items or committing crimes linked to County Lines/criminal activities.

i Vs 3033 s o
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This project has received funding from th
Buropean Union's Horizon 020 research and innavation
Progiamme under Grant Agfaement No. 1B1G3TBOT,

i

Project Coordinator

Dr. Luis Javier Garefa Villalba

heroes@ucm.es Trilateral Research
wwheroes-fet.eu Jana-sabelle Dilger
®heroas fet Jana.dilger@triksteralresearch.com

Figure 28: Poster eurocrim 2022.
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Deliverable D10.5

3.12. Dissemination Key Performance Indicators (KPIs)

Stage

Main Communication Channels

1 — Preliminary Project Promotion (M1 — M12)

Project Website (KPI: at least 1,000 visits).

* Social Media (KPI: at least 200 followers)

* Press release (KPI: at least 3 release)

* Leaflets (KPI: at least 100)

* Posters (KPI: at least 2)

* Partners social media channels and websites (KPI:
at least 100 visits and 100 followers)

* Presentations about project scope and objectives
at conferences & workshops / presentations at sci-
entific, technical conferences and workshops (KPI:
at least 5 such events)

2 — Project Pre-Commercialisation (M12-M30)

* Project website (KPI: at least 5,000 visits).

* Social Media (KPI: at least 1000 followers)

* Press release (KPI: at least 6 release)

* Presentations at demonstrations, conferences &
workshops (KPI: at least 1000 potential viewers)
* Collaboration with research projects and
international networks (KPI: at least 5 projects and
international networks)

» Journal & conference papers (KPI: at least 5
scientific and technical contributions)

* organisation of an international conference

3 — Business Strategy (M30 — M36)

* Project website (KPI: at least 2000 potential
viewers)

* Social Media (KPI: at least 1000 followers)

* Press release (KPI: at least 10 release)

* Presentations at demonstrations, conferences &
workshops (KPI: at least 1000 potential viewers)
* One to one meeting (KPI: at least 20 meetings)
* Presentations at scientific, technical conferences
and workshops Journal & conference papers

» Final project Brochure (KPI: at least 1000
brochures)

3.13. Dissemination Guidelines

All dissemination material needs to include the EU emblem and the following acknowledgement:

“This project has received funding from the European Union’s Horizon 2020 research and innovation pro-

gramme under grant agreement No. 101021801.”

When the EU emblem is displayed together with other logos, it must have appropriate prominence.
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